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Introduction
ActiveSync provides push synchronization of contacts, calendars, tasks, and email between the Shared Services Email service and ActiveSync enabled devices (e.g. smart phones and tablets).  ActiveSync requires no middleware and operates on the existing Exchange 2010 infrastructure.  Active Sync is offered to all users of the Exchange 2010 Shared Email service.

Purpose

The purpose of the ActiveSync Policy and Implementation Considerations is to provide agencies with some of the information they will need as they are preparing their policies and procedures to support the user of ActiveSync within their agency. This guide will offer information about: what agencies can expect from their new service, descriptions of features and functionalities, and best practices and suggested readiness activities for agencies. 
Approved Devices
The Approved Device list is reviewed and updated quarterly.  The establishment of a “Certified Tester Group” is being evaluated as a means for CTS to gain assistance from customer agencies with the task of certifying the many devices available on the market.  If a new device is tested and deemed compliant with State Security Standards, it will be added to the Approved Device List.  If a previously approved device falls out of compliance with the State Security Standards or is found to present a security risk, it may be removed from the Approved Device List.
Please see the CTS website for a list of wireless devices tested and approved for use.  This list may be further refined by agencies wishing to support fewer models than approved by CTS.
Each department has internal policies and procedures for establishing who may or may not use mobile devices in their line of work and which devices are supported (i.e. if a device is listed as approved, it does not necessarily mean that each department will allow the use of and\or will support the device). Each agency should determine and publish its own list of devices from within the broader set of CTS approved devices.
Generally speaking, security and manageability of mobile devices adheres to the following spectrum:

	Most Secure
	
	

 Least Secure

	Blackberry
	iPhone
	Android
	Windows


State-owned Devices vs. Personal Devices

If state-purchased device will be used, please review the current policy on use of State Resources.  Employees using a state-owned devices should not have an expectation of privacy in anything they create, store, send, or receive via these technologies, and all information contained in the records associated with them (calls in/out, text messages, emails, and accessing the internet) are subject to public records requests.  

All employees will need to read and sign an Access Request Form.

As with the state-owned devices, employees using personal devices to conduct state business also expressly waive any rights of privacy for state-related activity.  The department has the right to monitor any and all aspects of this activity.  Public Records Officers are an important stakeholder in each agency’s preparation of policies and procedures pertaining to the use of mobile devices.  Employees using mobile devices should be aware that all Departmental and State IT policies related to storing and transferring secure data via a mobile communication device must be followed.

ECAL

Customers of the Shared Services Email service can use ActiveSync if they have a Standard CAL (e.g. it does not require an ECAL).  However, if an agency determines the need to disable one of a defined list of features, an ECAL may be required.

It is the agencies’ responsibility to track if their users need a CAL or an ECAL.

Standard administration policies will be used to group similar users together and these can be identified as requiring an ECAL if requested.  If there are certain mobile device features that an agency would like disabled (camera, wifi, etc), the agency should log a Service Request with CTS to discuss the need for a new policy.
Administrative policies may differ for personal vs. State devices.  We may not expect to disable “consumer mail” on a personal device, but may on a business device.  This will depend on each agency’s policies.  Each agency will need to determine whether or not they have a need policy settings that require the purchase of an ECAL and if these will be purchased for both state-owned or personal devices.
To see the current list of policies requiring an ECAL, visit http://technet.microsoft.com/en-us/library/bb123484.aspx 
CTS Roles & Responsibilities

1. Define policies in the best interest of the Enterprise service offering.

2. Ensure ActiveSync is disabled on existing mailboxes prior to rollout.

3. Define and update list of approved devices.

4. Create and maintain ActiveSync mailbox policies in the Exchange 2010 environment.  This includes a default policy which will be applied if an agency policy is not chosen.

5. Publish documentation to assist agencies with ActiveSync implementation and management.

Customer Agency Roles & Responsibilities

1. Procure devices and wireless plans (Existing BlackBerry data plans can be converted to ‘generic’ data plans at no cost to agencies.  A simple phone call to the wireless carrier to covert data plans can be done in minutes.)
2. Ensure when new mailboxes are created, ActiveSync is disabled.
3. Determine if desired mailbox policy requires the Microsoft Ecal.

4. Customize CTS provided documentation templates to meet customer’s specific needs.

5. Train and support end users.  This includes training agency staff on how to ‘self service’ ActiveSync issues via the user’s OWA account.

6. Ensure that any agency staff using ActiveSync has signed a personal device access request form prior to activation. 

7. Set the ActiveSync mailbox policy for each user prior to activation.

8. Provide assistance to end user’s during activation.  This may include installation & maintenance of desktop software and/or 3rd party accounts (e.g. iPhone) that are a prerequisite for activation.

9. Maintain the agency’s fleet of mobile devices and ensure all devices and OS levels are within the guidelines and device standards provided by CTS.

10. Review logs for quarantined device requests and make note of any trends.

11. Provide ongoing support to end users.

Note: Hosted agencies may transfer some of the Customer Agency Roles and Responsibilities to CTS.

The purpose of the Policy and Implementation Considerations is to provide agencies with a variety of readiness activities they may want to consider when implementing ActiveSync.   
Considerations for Readiness Activities: 

1. Consider allowing the business use of personally-owned mobile devices. This use should be limited to only wireless access to non-sensitive e-mail and non-confidential systems until agencies can deploy compensating controls to ensure the security of the network.

2. Understand that allowing personal devices are ultimately an agency decision and that the State’s Enterprise E-mail solution can support multiple use scenarios.
3. Consider whether or not the agency will provide stipends to employees who use their personal device for agency business.

4. Determine each employees’ access need (i.e., convenience vs. business need) and data exposure (i.e., confidential vs. non-confidential). 

5. Approve employees to use personal mobile devices for business e-mail via Outlook Web Access (OWA) if the employees do not have access to confidential data.  

6. Assess employees’ role and duties to determine if they access confidential or exempt information and if there is a benefit to the State before allowing mobile access to State networks. (Note: template decision tree could be used to assist agencies with this task.)
7. Consider union rules (exempt/eligible) when approving use of activesync.
8. Consider issuing a state-owned phone if the agency requires an employee to have a phone/mail for “anytime" accessibility during work and for ease of efficient communications. However, a user’s personal phone could be permitted to connect as long as confidential data is not placed on the personal device or adequate controls are put in place.
9. Consider language precluding the backup of state data when backing up personal devices. (see “Data Backup Best Practices”)
10. Provide employees who are authorized to use a mobile device a copy of related policies and procedures and have those employees attest in writing that they understand and will comply with the requirements.  It is of utmost importance that the employee understands their responsibilities related to State data and the possibility and related impact of device wiping. 

11. Determine what monitoring will be performed for both State-issued and personally-owned devices used for agency business (if any) and if there are any differences from what is currently monitored today (Blackberry, OWA use, etc). 

12. Put in place a maintenance strategy for upgrades to State-issued devices.
13. Apply additional security controls (if necessary) using additional technology, or limit the employees access to the data until the correct control can be applied to the device. 

14. Allow only agency-approved software to be installed on mobile computing devices. In this regard, Android devices encounter the highest number of security issues.  This can be done using policy or via an ActiveSync setting that requires an ECAL.
15. Use current and up-to-date anti-malware software on mobile computing devices, as applicable. 

16. Define a process for State-issued devices that are lost and stolen, including communicing with users and steps used for wiping a device.
17. Publish the ActiveSync policies and processes for users, so they are aware that if they get a new device, they will need to check the approved device list for their agency to ensure that it is on the list.  
18. Define a process, if necessary, on deleting account information on a personally owned device when an employee seperates from employment or transfers to a different position.
19. Ensure that employees who use their personal devices are made aware that their wireless carrier may apply additional charges.
Additional Resources
Agencies may be interested in the following internet links, as they supplement the information provided with their own research:

Understanding Exchange ActiveSync Mailbox Policies

http://technet.microsoft.com/en-us/library/bb123484.aspx
Understanding Mobile Phones

http://technet.microsoft.com/en-us/library/bb232129.aspx
How to set up your iPhone

http://dii.vermont.gov/sites/dii/files/pdfs/iPhone-vsms-Exchange-Setup.pdf


http://www.apple.com/iphone/business/docs/How_To_Setup_Guide.pdf


iPhone Development Center 

http://developer.apple.com/devcenter/ios/index.action
How to back up your iPhone

http://support.apple.com/kb/HT1766
Blackberry Documentation 

http://docs.blackberry.com/en/ 

How to set up your Mobile 6 Device

http://dii.vermont.gov/sites/dii/files/pdfs/Mobile-6-vsms-Exchange-Setup.pdf


Android Developers Guide 

http://developer.android.com/guide/index.html
 


How to set up your DROID

http://dii.vermont.gov/sites/dii/files/pdfs/DROID-vsms-Exchange-Setup.pdf


Windows Mobile / Windows Phone Overview 

http://www.microsoft.com/windowsphone/en-us/cmpn/top-reviews.aspx?qstr=WT.srch=1&WT.mc_id=Search&cmpid=08FB0F98-AA23-445E-8865-0507AA7DB4F5 

Understanding Remote Device Wipe

http://technet.microsoft.com/en-us/library/bb124591.aspx  
IT Best Practices: Mobile Policies and Processes for Employee owned Smartphones
http://us.blackberry.com/business/leading/IT_Best_Practices-_Mobile_Policies_and_Processes_for_Employee-owned_Smartphones.pdf

