[image: image1.jpg]Shared
Services

Email
Project

email plus more



[image: image2.png][Test1Exchange2010 (V) Properties

e || Wi o | i || W || A

Merber0f | EMalAddeses | MaibonSelings
el Fow Setings MalborFesures | Coendar Setings
[Properis... ) Enstle (©/Diable

Featue Stas

Outook Web App Enabled

Exchange Acvesyne  Enabled

5] Unified Messaging Disabled

[ Mt Enabled

JaPOP3 Ensbled

ey Ensbled

Ebchive Dissled

Dessrton

Exchange ActiveSync enables access to a Mictasolt Evchange maibas fiom a
mobile phone. To corfigure Exchange ActiveSync, click Propetis.

= = e




System Administrator’s Guide Version 2



[image: image8.jpg]email plus more




ActiveSync System 

Administrators Guide
Version 1
January 31, 2012
Prepared by:

Heidi Brownell, Enterprise Projects Manager
Table of Contents
3Table of Summarized Changes from Previous Version


4Introduction and Purpose


4Configure ActiveSync Mailbox Properties using PowerShell


5Configure ActiveSync Mailbox Properties using the Exchange Management Console


8ActiveSync Confirmation Email


8List ActiveSync Devices & Device State


9Disable ActiveSync


9Additional Resources




Table of Summarized Changes from Previous Version

	Description of Change


	Page or Section

	N/A
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Introduction and Purpose
The purpose of the ActiveSync System Administrators Guide is to provide system administrators information on how to enable ActiveSync through PowerShell and/or through Exchange Management Console. This guide will offer information about how to enable their mailbox for ActiveSync and apply the correct policy to their mailbox. 
Once an employee has signed their ActiveSync request form,  you should be able to view what type of device they will be syncing.  You will need this information in order to apply the correct policy to their mailbox.
Configure ActiveSync Mailbox Properties using PowerShell
1. Each new session of Exchange Management Shell must be scoped to the agency domain.  Substitute your Agency identifier where “AGY” is listed.
Set-ADServerSettings -RecipientViewRoot "AGY.wa.lcl"

2. View the list of current ActiveSync Policies by using the below command.

a. Get-ActiveSyncMailboxPolicy  | Select-Object name | sort
Get-ActiveSyncMailboxPolicy | Select-Object name | sort

Name

----

Policy1
Policy1Encrypt
Policy2
Policy2Encrypt

3. List information about user’s ActiveSync properties by using the below command.
a. Get-casMailbox email@domain.gov | Select-Object SamAccountName,ActiveSyncAllowedDeviceIDs,ActiveSyncMailboxPolicy,ActiveSyncEnabled | ft -AutoSize

b. Substitute the users email address where email@domain.gov is shown.
Get-casMailbox email@domain.gov | Select-Object SamAccountName,ActiveSyncAllowedDeviceIDs,ActiveSyncMailboxPolicy,ActiveSyncEnabled | ft -AutoSize

SamAccountName    ActiveSyncAllowedDeviceIDs           ActiveSyncMailboxPolicy     ActiveSyncEnabled

--------------    --------------------------           -----------------------     -----------------

Email@domain.gov {1B4CF493BFA5B1672447BEE7075F79B2}    Default                      False

4. Modify mailbox properties using the below command.

a. set-casMailbox email@domain.gov -ActiveSyncMailboxPolicy: Policy1 -ActiveSyncEnabled: $true
b. Substitue the users email address where email@domain.gov and the applicable  policy name where “Policy” is shown.
set-casMailbox email@domain.gov -ActiveSyncMailboxPolicy: Policy1 -ActiveSyncEnabled: $true
5. Once the mailbox policy has been set using the above command, you can review the change by using the below command.

a. Get-CasMailbox email@domain.gov | Select-Object SamAccountName,ActiveSyncAllowedDeviceIDs,ActiveSyncMailboxPolicy,ActiveSyncEnabled | ft –AutoSize
b. The user’s email address should be substituted where email@domain.gov is shown.
Get-CasMailbox email@domain.gov | Select-Object SamAccountName,ActiveSyncAllowedDeviceIDs,ActiveSyncMailboxPolicy,ActiveSyncEnabled | ft -AutoSize

SamAccountName    ActiveSyncAllowedDeviceIDs           ActiveSyncMailboxPolicy     ActiveSyncEnabled

--------------    --------------------------           -----------------------     -----------------

Email@domain.gov {1B4CF493BFA5B1672447BEE7075F79B2}    Policy1                     True

Configure ActiveSync Mailbox Properties using the Exchange Management Console
1. Select mailbox and open the properties
2. Select “Mailbox Features” tab
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3. Select “Exchange ActiveSync” and click “Properties”.  Every user is automatically assigned “Default”

a. Click the “Browse” button to select the desired policy and click “OK”.
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4. Below is a list of policies to choose from.  Select the desired one, and click “OK”.
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5. You should now see the selected policy as seen below.  Click “OK”
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6. Click “Enable” and then “Apply” to allow the user to now connect the requested device.   The “Status” next to Exchange ActiveSync should have changed from “Disabled” to “Enabled”.
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ActiveSync Confirmation Email
This is a example of a message a user would get if they try to sync a device that is not on the allow list.  
From: Microsoft Outlook 
Sent: Thursday, January 12, 2012 10:11 AM
To: 
Subject: Your mobile phone is temporarily blocked from synchronizing using Exchange ActiveSync until your administrator grants it access.

Your mobile phone is temporarily blocked from accessing content via Exchange ActiveSync because the phone has been quarantined. No action is necessary on your part. Content will automatically be downloaded as soon as access is granted by your administrator.

Information about your mobile phone:

	Device model:
	MotoDROID3v551

	Device type:
	MotoDROID3v551

	Device ID:
	#######3242

	Device OS:
	

	Device user agent:
	Moto-DROID3/5.5.1

	Device IMEI:
	

	Exchange ActiveSync version:
	12.1

	Device access state:
	Quarantined

	Device access state reason:
	Global


Sent at 1/12/2012 10:11:15 AM to …@cts.wa.gov.
List ActiveSync Devices & Device State

It is recommended that Administrator’s periodically audit to ensure that all active mailboxes have an associated Access Request Form.   This can be done using the following method using PowerShell:

Get-ActiveSyncDevice | Get-ActiveSyncDeviceStatistics | sort deviceaccessstate | select identity,lastsuccesssync,status,deviceaccessstate | Export-Csv c:\temp\activesyncusers.csv

 

Change the “C:” path to a directory you would like the csv report file to go to.

NOTE: Not all phones will report this data.  It is solely up to the phone developer.  Also, if the device never syncs, it would not be on the list either.  
Disable ActiveSync 
Below is an example to disable ActiveSync on a new and/or exisiting user account.
Note: New mailboxes that are created will have ActiveSync enabled by default.  It is up to the Administrator to disable ActiveSync.  For more information on Delegated Administration, see the Agency Delegated Administrator Guilde.
http://cts.wa.gov/projects/shared_email/docs/Agency_Delegated_Administrator_Guide_PDF_-_FINAL.pdf


Setting the "ActiveSyncEnabled" parameter to $False will disable ActiveSync on the account.
1. List information about the user ActiveSyncEnabled property by using get command and substituting the users samaccountname where "JohnD"  is listed.
a. Example: JohnD
Get-CasMailbox "JohnD" | ft SamAccountName,ActiveSyncEnabled -AutoSize

SamAccountName    ActiveSyncEnabled

--------------    -----------------

JohnD    
    True

2. Modify the properties using set-CasMailbox command substituting the users samaccountname where "samaccountname"  to disable ActiveSync on the mailbox.

Set-CasMailbox "samaccountname" -ActiveSyncEnabled: $false

3. Review the change using get-casMailbox command substituting the users samaccountname where "samaccountname" is listed.
Get-casMailbox "samaccountname" | ft SamAccountName,ActiveSyncEnabled -AutoSize

SamAccountName    ActiveSyncEnabled

--------------    -----------------

samaccountname    False

Additional Resources
Agencies may be interested in the following internet links, as they supplement the information provided with their own research:

Understanding Exchange ActiveSync Mailbox Policies

http://technet.microsoft.com/en-us/library/bb123484.aspx
Understanding Mobile Phones

http://technet.microsoft.com/en-us/library/bb232129.aspx
Understanding Mobile  Device Management

http://technet.microsoft.com/en-us/library/ff959225.aspx

