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Summary

The delegation model in the State of Washington is broken into three roles that are granted to agencies to
manage their environments.

Delegation Model

Delegated Recipient Admin Delegated Security Admin Discovery Admin
Mailbox Search

Distribution Groups Mailbox Import Export

Mail Enabled Public Folders Security Group Creation and Membership
Migration

Move Mailboxes

User Options

View-Only Recipients

The first role provides basic recipient administration. Most Exchange 2010 functions delegated to
agencies are delegated through this role. The delegated security administration role is a slightly more
advanced role. To be effective, it generally requires the Recipient Admin role as well. It provides a
higher level of permissions into mailbox properties as well as content.

Most agencies will likely have one group of administrators with both roles. However, if your agency has
security concerns around the privacy of mailbox content, or simply has a need to centralize security
related functions, this role makes possible that demarcation.

The third role is the discovery administration role. It is intended for (but not restricted to) non-technical
people responsible for performing legal discovery or Freedom of Information Act (FOIA) requests. The
Discovery Admin role will be scoped so that users can only see their own agency's mailbox data.

As depicted above, each of these statewide roles uses a combination of standard and customized roles
from the Exchange 2010 Role Based Access Control (RBAC) model. Those management roles
beginning with "Agency Delegated" have been modified from the out-of-box configuration to more
appropriately fit the state model. Those management roles in black are unmodified standard roles that
ship with Exchange 2010.

Training Resources

Agencies accustomed to managing their own servers within the scope of their own environment should
find the transition to the 2010 environment fairly straight-forward. Although objects have been
restructured to reflect architectural changes in the product, management of Exchange 2010 objects is
mostly the same as in 2003. For agency staff, most of the administrative focus will be around mailboxes,
distribution groups, and their respective attributes. Server administration, transport and other common
features are managed centrally at CTS.

For purposes of product readiness, agency administrators should be familiar with the following:

Management coexistence with Exchange 2010 and 2003

Discontinued features in Exchange 2010

Features in the shell versus console

Manage recipient objects, including migrating recipients from previous versions of Exchange
Server to Exchange Server 2010.
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http://technet.microsoft.com/en-us/library/dd638173.aspx�
http://technet.microsoft.com/en-us/library/aa998911.aspx�
http://technet.microsoft.com/en-us/library/dd351160.aspx�

Managing bulk changes with PowerShell
Understanding Single Item Recovery and Litigation Hold
Understanding Mailbox Move Requests
Automatic processing for resource mailboxes
Distribution group (DG) membership
DG membership approval and moderation

o0 Configure Exchange mailbox security
User self-service tools and message tracking
Become familiar with messaging policy and compliance
Plan and configure retention features in Exchange 2010
Understanding multi-mailbox search
Managing public folders

O O0OO0O0O0O0

The links above reflect information about the Exchange 2010 product in general. This document
highlights some of the specific implementation decisions in the State of Washington deployment and
provides additional guidance for agency administrators.
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http://technet.microsoft.com/en-us/library/bb123778.aspx�
http://technet.microsoft.com/en-us/library/ee364755.aspx�
http://technet.microsoft.com/en-us/library/ee861123.aspx�
http://technet.microsoft.com/en-us/library/dd298174.aspx�
http://technet.microsoft.com/en-us/library/ff477621.aspx�
http://technet.microsoft.com/en-us/library/bb201680.aspx�
http://www.msexchange.org/articles_tutorials/exchange-server-2010/management-administration/managing-distribution-groups-exchange-server-part1.html�
http://www.msexchange.org/articles_tutorials/exchange-server-2010/management-administration/managing-distribution-groups-exchange-server-part2.html�
http://technet.microsoft.com/en-us/library/aa997244.aspx�
http://www.microsoft.com/exchange/en-us/management-tools.aspx�
http://technet.microsoft.com/en-us/library/bb124375.aspx�
http://technet.microsoft.com/en-us/library/aa998599.aspx�
http://technet.microsoft.com/en-us/library/dd297955.aspx�
http://technet.microsoft.com/en-us/library/dd335072.aspx�
http://technet.microsoft.com/en-us/library/bb124411.aspx�

Administrative Workstation

Exchange 2010 is administered entirely by PowerShell sessions on Windows Remote Management
(WinRM). Even when running PowerShell or the Graphical User Interface (GUI) locally on the Exchange
server, a remote session is created and used for administration. This means that the administration tools
will run identically on remote workstations or local servers. Microsoft Consulting Services recommends
that all delegated Exchange administration be limited to separate privileged accounts running either on a
separate workstation or separate security context on a standard workstation. The administrative tools
can also be installed on any Windows Server 2008 R2 x64 operating system.

Workstation Connectivity to Exchange Servers

Exchange 2010 administration tools all run on Remote PowerShell which is built on WinRM. WinRM
travels over port 80 as Hyper Text Transport Protocol (HTTP) traffic. The Exchange Server environment
is located in its own virtual routing & forwarding (VRF) network, which is protected by a firewall. The
firewall allows port 80 and 443 traffic to traverse it to all Exchange servers behind it. This allows any GUI
or PowerShell-based administration tools to connect to the Exchange environment. Each agency should
ensure that they have sufficient connectivity over ports 80 and 443 to the Exchange VRF.

Setup

The basic setup for the agency delegate administration workstation requires a 64-bit operating system
running Windows 7.* The information summarized below is available in more detail at
http://technet.microsoft.com/en-us/library/bb232090.aspx.

1. Contact CTS for the current patch version of Exchange 2010.
2. Exchange Administration workstations must be configured with Windows 7 x64 Edition.
3. Install the Exchange 2010 Prerequisites:
e .NET framework version 3.5 SP1
e Windows PowerShell V2
¢ |IS 6 Management Console and metabase compatibility components (not required until SP1 for
Exchange 2010) — this is handled in the control panel: add/remove windows components on
Windows Vista/7 workstations and the server manager interface for Server 2008 R2.
4. Install the Exchange Language Packs from the Digital Video Disc (DVD).
5. Choose Install Exchange 2010:
e Accept the license agreement and choose error reporting preferences
e For installation type, choose Custom Exchange Server Installation.
e Choose the Management Tools Checkbox under Server Role Selection
6. Install the latest service pack and update rollup as specified in Step 1.

Steps 4-6 can be replaced by running setup from the command line with the following switches.
Setup.com /R:MT

GUI versus PowerShell

Both the Exchange Management Shell and Management Console will be installed by following the
installation script above. The GUI tools operate normally, with one exception from the 2003 environment.
Because the delegation can occur at the attribute level, property pages may open, but individual form
components will be disabled or locked. This is normal behavior and looks similar to that depicted in
Figure 1. In some cases, Exchange attributes and actions will appear functional, but err out upon
submission of the change.

1 Windows Vista x64 with SP2 or later is also supported with additional requirements found here:
http://technet.microsoft.com/en-us/library/bb691354.aspx
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http://technet.microsoft.com/en-us/library/bb232090.aspx�
http://technet.microsoft.com/en-us/library/bb691354.aspx�

Most delegate administrators should be able to carry out their day-to-day activities using only the GUI
administration tools. Complex operations (bulk changes, for example) are much easier performed
through PowerShell cmdlets or scripts.

When PowerShell initially starts, it loads the appropriate modules that expose the Exchange 2010
cmdlets to the shell. A series of checks are made during this startup phase and delegate administrators
may see any of the following warnings during startup.

Storage Quotas @

Storage quotas
Y

"When the mailbox size exceeds the indicated amount;

- L]
= - |
- L]

Deleted itermn retention

-]

14 8

4 [ (1] 4 l | Cancel

Figure 1 - Screen Shot of Locked Attributes

WARNING: No Exchange servers are available in the Active Directory site AGYLOCOO1.
Connecting to an Exchange server in another Active Directory site.

WARNING: No Exchange servers are available in the Active Directory site AGYLOCOO1.
Connecting to an Exchange server in another Active Directory site.

This is expected behavior that always occurs, but has been hidden by the GUI. These warnings mean
that some cmdlets won't function properly because of a scope and site mismatch. The easiest way to
solve the problem is to always initiate PowerShell sessions with a cmdlet to set the scope for your
agency.

Set-ADServerSettings —RecipientViewRoot 'agy.wa.lcl"

You may want to modify the shortcut for the Exchange Management Shell to redirect to your agency's
recipient view root at start up. Open the properties of the shortcut and change the target as shown below.

C:\Windows\System32\WindowsPowerShel I\v1.0\powershell.exe -noexit -command ".
"C:\Program Files\Microsoft\Exchange Server\V14\bin\RemoteExchange.psl®; Connect-
ExchangeServer -auto;Set-ADServerSettings -RecipientViewRoot agy.wa.lcl"

Another consideration with the PowerShell environment is the noise factor. PowerShell's error reporting
is far more verbose than what you might be accustomed to in the GUI. Errors always appear in red,
whereas warnings are in yellow. Sometimes, errors are produced in a script, even though the script
behaves as expected. This is mostly commonly attributed to replication problems. Some cmdlets will
issue a read request immediately following their write request, so as to display the results of a newly
created or changed object.

The easiest way to combat the false positives is to use the —DomainController parameter with any cmdlet
that executes a change. This ensures that writing and reading are happening from the same global
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catalog server. The server you specify should be your agency's domain controller in the CTS-hosted
Exchange site, for best results.

Finally, like the GUI, PowerShell locks out those parameters and cmdlets that are not scoped for
delegation. In the shell, this means that attributes simply won't show up during the tab expansion
process. The best way to determine if your attribute is failing is to check the cmdlet at microsoft.com to
see whether the attribute is available by default. If so, but it doesn't show up in the tab expansion
process, it is blocked for delegation.

A complete list of cmdlets and attributes is included in the "Exchange 2010 Agency Delegation
Management Role.xIsx" document.

Interoperability with Exchange 2003 System Manager

As documented at http://technet.microsoft.com/en-us/library/dd638174.aspx, you can't manage Exchange
2010 objects using the Exchange Server 2003 System Manager. You can use the Exchange
Management Console (EMC) in Exchange 2010 to view certain properties and objects, like the routing
group connector in Exchange Server 2003. You can't perform message tracking configuration tasks
between Exchange 2010 and Exchange 2003. You must use Exchange 2003 messaging tracking tools
within your Exchange 2003 organization, and Exchange 2010 messaging tracking tools can be handled
either through the self-service tool in Exchange Control Panel (ECP) or by submitting a ticket with the
CTS Service Desk.

Also note that Exchange 2010 management tools are 64-bit only and Exchange 2003 tools are 32 bit only
on Windows Server 2003 and not supported on Windows Vista and later versions. This makes it difficult
to manage both environments from the same machine.?

Since most agencies will be migrated over a weekend, supporting multiple Exchange environments is not
necessarily a problem. Those agencies that must extend their deployments over extended periods will
need to manage the legacy clients with the legacy applications and the new clients with the 2010 tools.

Any changes made using the Active Directory Users and Computers (ADU&C) Snap-in will affect objects
in both the 2003 and 2010 environments. Mailboxes are attributes of users and users are still
manageable by tools like Active Directory Users & Computers or Active Directory System Interface Editor
(ADSI Edit). The permission model in Active Directory is separate from that in Exchange 2010.
Therefore, it is possible to make changes in Active Directory to objects or properties that would be
prohibited in the Exchange GUI or PowerShell environment. While Microsoft supports managing the
objects using either tool, the administration model employed at the State of Washington does not. Avoid
using ADU&C or ADSI Edit to manipulate Exchange-based properties unless specifically advised. Once
all users are migrated to the 2010 environment, Microsoft recommends that the Exchange 2003
extensions for Active Directory Users & Computers be removed from all affected servers. This will
prevent unintentional issues down the road.

Lab tests showed that domain administrators (or Organizational Units [OU] administrators with full control
over their objects) with access to Exchange 2003 extensions for Active Directory Users & Computers will
continue to have access to Exchange attributes and some Exchange tasks. For example, it is possible to
remove the 2010 mailbox from a user with the 2003 management tools. Other known attributes include
mailbox size limits and standard user attributes. Some functions allowed by 2003 management tools are
not allowed by the Exchange 2010 delegation model. It is highly recommended that only 2010

2 More information available at http://technet.microsoft.com/en-us/library/aa995785(EXCHG.65).aspx
3 It is possible to use 32-bit Windows PowerShell 2.0 and remotely access your Exchange 2010 environment.
Virtualization would also be a possibility on a 64-bit host machine.
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management tools be used to manage 2010 objects and 2003 tools for 2003 objects. This is important
for two reasons:

e 2003 tools are not designed to work with Exchange 2010 stores and may produce unpredictable
results that affect end user mailboxes.

e 2010 management processes and procedures might overwrite or otherwise conflict with changes
made by the 2003 tools.

Shared Services Email Project 10



Administration Issues

This section looks at several administration and coexistence issues that will be part of the consolidated
Exchange environment.

Domain Controller Virtualization

For Exchange 2010 to function properly, it requires Active Directory (AD). AD is used for object lookups,
the global address list, and authentication, among other things. Under the Exchange 2003 model, each
agency hosted their own Exchange Servers and maintained their own domain controllers. To best
facilitate the switchover from Exchange 2003 to 2010, CTS will host a virtual domain controller (DC) for
each agency's domain in the forest. These DCs will be located in the same site as the Exchange 2010
servers.

The DCs will be backed up and managed by CTS. No object creation or modification is expected. All
domain controllers will be configured to replicate with the domain controllers on the premises of the
agencies. All changes made within the agency will be replicated to the Exchange 2010 environment.
Changes made by Exchange administrators will take effect first on the virtualized domain controllers, but
replicated back to the agencies as well.

e Create Delegation OU: Under the domain controllers OU in your agency's domain, an OU will be
created and titled "Exchange 2010 Domain Controllers.” Group policy object (GPO) inheritance will
be blocked and new GPOs introduced to allow the domain controller to work within the Exchange
2010 environment.

e Create Exchange 2010 DC GPOs: Internet Protocol Security (IPSEC) GPO: This GPO will be
created so that the 2008 domain controllers can talk IPSec to the 2003 domain controllers in the
statewide environment. A bug was discovered in the Windows Server 2008 product that prevents the
NoDefaultExempt registry key from behaving the way it does in Windows Server 2003. The 2008
IPSec policy adds an additional rule to permit Kerberos traffic (IN or OUT).

Note that a local IPSec policy will need to be configured for some agencies prior to running
DCPromo on the virtualized domain controller. This is necessary to allow communication through
the firewalls during the DCPromo process. Once established as a domain controller, the new
GPO could be applied and the local policy lifted.

e Windows Update GPO: This GPO will be created to use the forest's designated Windows Update
Service. The domain controllers hosted by CTS will be updated according to the enterprise update
schedule.

e DNS Delegation
All virtualized domain controllers will be configured with two roles: domain services and domain name
services (DNS). The servers' Internet Protocol (IP) settings will be configured to point to themselves
first for DNS name resolution, and secondarily to the agency's current primary DNS server.
Additionally, the DNS delegation in the WA.LCL forest root will point to the newly created domain
controller as primary and the agency's current primary as secondary.

The reason for the delegation change is to ensure that authentication to Exchange continues to
function in the event of a local connectivity problem. For example, agency A loses power in their
building (or network connectivity). Having the localized DNS delegations will allow users to still send
and receive email (from mobile devices or home-based machines accessing Outlook Web App
[OWAY]).

e Domain Controller Replication
As stated above, it is critical that the CTS-hosted domain controllers be active members in each
agency's replication topology. Because the Exchange servers will be writing directly to the hosted
domain controller, changes made by Exchange will take longer to replicate through the state
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environment, in some cases. To ensure replication is handled as quickly as possible, a site link
between each agency's primary site and the Exchange 2010 site will be created and the Knowledge
Consistency Checker will be activated. This is handled as part of the migration process and will be
coordinated with your agency's directory services personnel.
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Functional Technical Reference

This section outlines selected specific commands available to delegate agencies. The management
roles, role groups and cmdlets mentioned are specific to the default roles that ship with Exchange Server
2010. A complete list of all role groups, management roles, cmdlets and parameters is provided in the
spreadsheet, "Agency Delegation Model v2.xlIsx." Additional details are available in Chapters 1 through 3
of this document.

Litigation Hold

Litigation hold is a new feature in Exchange 2010 for which policies and procedures currently do not exist.
Litigation hold prevents a user from purging the contents of his mailbox. It also tracks changes to mail
items, keeping the previous versions in the same location as the "purged" items.

Because litigation hold has legal consequences and potential consequences to the storage subsystem,
Microsoft Consulting Services (MCS) recommends that it be implemented only with a functioning ticket
system. Litigation hold requests would come into the CTS Service Desk. A ticket would be assigned to
the case and the mailbox placed on hold. The ticket system will ensure that someone is responsible for
eventually removing the hold from the mailbox as well as providing a separation of duties and activity trail
that can provide legal protections.

Multi-Mailbox Search & Legal Discovery

Multi-mailbox discovery allows delegates to search one or more mailboxes for specific keywords or other
properties using Advanced Query Syntax (AQS). Although Washington has the Enterprise Vault product
from Symantec to handle legal discovery requests, multi-mailbox search is necessary to search those
items not yet archived and those items presumed deleted but retained.

Multi-mailbox search, like litigation hold, is designed for centralized delegation. The model used in
Exchange 2010 does not accommodate an environment where multiple separate legal departments
require simultaneous access to the function. As such, the current product allows legal departments at
one agency to view the search object properties of all agencies.

This function requires the enterprise client access license for Exchange or the enterprise Client Access
License (CAL or eCAL) suite. Contact your Microsoft representative or Department of Enterprise Services
Technology Acquisition representative with any questions regarding client access licenses, CAL, or eCAL
suites.

Agencies wishing to take advantage of multi-mailbox search functions must do the following:

e Provide CTS with a mail-enabled security group(s) that contains all the members of the agency. This
will be used for all agency searches. Most agencies already have these groups established (e.g., DL
CTS AllStaff).

e Ensure all members of the search team are included in the U-S-[Agency Identifier] Delegated
Discovery Administrators group created during Pre-Cutover Guide role delegation activities.

e If you require multiple search mailboxes, provide CTS with the security subgroups that should be
associated with each of the required mailboxes.

The Delegate Recipient Management Role

Recipient management allows for the administration within the following roles: Distribution Groups, Mail
Enabled Public Folders, Mail Recipient Creation, Mail Recipients, and Recipient Policies. The following
roles will not be enabled: Message Tracking.
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Help Desk Role Group

All features of both management roles are enabled as part of the delegation. The two management
roles are User Options, which is primarily user-side mailbox functionality (inbox rules, basic calendar
configuration, etc.) and the view-only recipient management functions.

Distribution Group Management

All capabilities of the Distribution Groups management role will be enabled. The Distribution Group
Management role allows for the creation, management and removal of mail-enabled distribution
groups. In addition, permissions will be delegated to manage security groups in Active Directory
through the PowerShell and Exchange 2010 interfaces.

Public Folders & Mail Enabled Public Folders

All capabilities of the Mail Enabled Public Folders management role will be enabled. These
permissions allow the delegate to make a public folder a recipient in the Exchange global address list.

In order for the delegated power to mailbox enable public folders to be effective, some of the get-
cmdlets associated with public folder management must also be granted. 15 of the 25 cmdlets in the
Public Folders management role will be delegated to the agencies: Get-PublicFolderStatistics, Get-
Mailbox, Set-ADServerSettings, Set-MailPublicFolder, Get-Recipient, Get-PublicFolderltemStatistics,
Get-PublicFolderDatabase, Get-PublicFolderClientPermission, Get-
PublicFolderAdministrativePermission, Get-PublicFolder, Get-MailboxDatabase, Get-MailUser, Get-
MailPublicFolder, Get-ExchangeServer, Get-DomainController.

In addition to granting these RBAC permissions, it will be necessary to grant each agency's
management role read access to the Exchange object and the specific right ms-Exch-Mail-Enabled-
Public-Folder on the organization top-level object. This is necessary to facilitate backwards
compatibility with the public folder administration interface.

Mail Recipient Creation

28 of the 32 PowerShell cmdlets available under this role will be delegated to agency administrators.
New-LinkedUser, New-RemoteMailbox, Remove-LinkedUser, and Remove-RemoteMailbox will be
disabled completely from the delegates.

The New-Mailbox cmdlet will be available for creating new mailboxes, but the following parameters
will be disabled: Archive, ArchiveDatabase, ArchiveDomain, Database, Discovery, LinkedCredential,
LinkedDomainController, LinkedMasterAccount, ManagedFolderMailboxPolicy,
ManagedFolderMailboxPolicyAllowed, RemoteArchive, RetentionPolicy, RoleAssignmentPolicy, and
ThrottlingPolicy.

Mail Recipients

All capabilities of the Mail Recipients role will be enabled except as follows. The following cmdlets
will not be available to agency delegates: Connect-Mailbox, Disable-RemoteMailbox, Disable-
ServiceEmailChannel, Enable-RemoteMailbox, Enable-ServiceEmailChannel, New-
MailboxRepairRequest, New-OwaMailboxPolicy, New-PublicFolderDatabaseRepairRequest,
Remove-OwaMailboxPolicy, Set-LinkedUser, Set-OwaMailboxPolicy, and Set-RemoteMailbox.
The following cmdlets will be enabled, but with some restrictions.

0 Set-Mailbox will not allow the following parameters to be used: ArchiveDomain, ArchiveName,
ArchiveQuota, ArchiveStatus, ArchiveWarningQuota, EndDateForRetentionHold,
IssueWarningQuota, LinkedCredential, LinkedDomainController, LinkedMasterAccount,
LitigationHoldDate, LitigationHoldEnabled, LitigationHoldOwner, ManagedFolderMailboxPolicy,
ManagedFolderMailboxPolicyAllowed, MaxReceiveSize, MaxSendSize, ProhibitSendQuota,
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ProhibitSendReceiveQuota, RecipientLimits, RecoverableltemsQuota,
RecoverableltemsWarningQuota, RetainDeletedltemsFor, RetainDeletedltemsUntilBackup,
RetentionComment, RetentionHoldEnabled, RetentionPolicy, RetentionUrl,
RoleAssignmentPolicy, SingleltemRecoveryEnabled, StartDateForRetentionHold,
ThrottlingPolicy, UseDatabaseQuotaDefaults, and UseDatabaseRetentionDefaults.

o0 Enable-Mailbox will not allow the following parameters to be used: ArchiveDatabase,
ArchiveDomain, ArchiveGuid, ArchiveName, Database, Discovery, LinkedCredential,
LinkedDomainController, LinkedMasterAccount, ManagedFolderMailboxPolicy,
ManagedFolderMailboxPolicyAllowed, RemoteArchive, and RetentionPolicy.

Message Tracking
This management role is not delegated.

Migration

All capabilities of the migration role will be delegated to agency administrators during the time of
migration. These tasks are typically only used during the transition between two different mail
systems where contacts are required during the migration. The migration role handles all the tasks
except for the actual movement of the mailbox data.

Move Mailboxes

All capabilities of the Move Mailboxes management role will be enabled. It is expected, however, that
these capabilities may be removed after the agency's migration is complete. Mailbox load balancing
should typically be handled by a single entity and is believed to be best handled by tier 3 support at
CTS.

Recipient Policies

None of the functionality in the Recipient Policies management role will be enabled.

AD Permissions

The following capabilities of the AD Permissions group are granted to agencies for purposes of
recipient management. This role is specifically required for granting access to mailboxes (such as
third party tools, or delegates). The cmdlets included in the AD Permissions group are: Add-
ADPermission, Get-ADPermission, Get-DomainController, Get-Group, Get-RoleGroup, Get-
SecurityPrincipal, Get-User, Remove-ADPermission, Write-AdminAuditLog.

Audit Logs

The audit logs role is necessary for viewing and generating mailbox audit log reports. The cmdlets
included in the audit logs group are: Get-AdminAuditLogConfig, Get-CmdletExtensionAgent, Get-
DomainController, Get-Mailbox, Get-MailboxAuditBypassAssociation, Get-SecurityPrincipal, New-
AdminAuditLogSearch, New-MailboxAuditLogSearch, Search-AdminAuditLog, Search-
MailboxAuditLog, Set-ADServerSettings, Set-Mailbox, Set-User, Write-AdminAuditLog.

Mailbox Import and Export

While this role is generally designed for mailbox recovery procedures, some organizations have found
its capabilities useful for other administrative areas. If your agency chooses not to purchase
enterprise client access licenses, this role can be used to individually search mailboxes and manually
aggregate the search results. Cmdlets included in this role are: Export-Mailbox, Get-Mailbox, Get-
MailboxExportRequest, Get-MailboxExportRequestStatistics, Get-MailboxlmportRequest, Get-
MailboxImportRequestStatistics, Import-Mailbox, New-MailboxExportRequest, New-
MailboxImportRequest, Remove-MailboxExportRequest, Remove-MailboxImportRequest, Resume-
MailboxExportRequest, Resume-MailboxImportRequest, Search-Mailbox, Set-ADServerSettings, Set-
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MailboxExportRequest, Set-MailboxImportRequest, Suspend-MailboxExportRequest, Suspend-
MailboxImportRequest, Write-AdminAuditLog.
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Installing Microsoft Exchange 2010 Tools

IMPORTANT: Microsoft Exchange 2010 mailboxes are no longer managed by Microsoft Active Directory
Users and Computers (ADUC). All Microsoft Exchange 2010 mail enabled objects must be managed with
Microsoft Exchange 2010 management tools such as the Exchange Management Console (EMC),

Exchange Management Shell (PowerShell for Exchange) (EMS) or Exchange 2010 Control Panel (ECP).

Requirements

The Exchange 2010 management tools can only be installed on 64-bit version of Windows 7, Windows
Vista SP2, Windows Server 2008 SP2 and Windows Server 2008 R2. Please review the following system
prerequisites:

e Windows 7:

v" Microsoft Framework 3.5.1
v 1IS 6 Management Compatibility
v" 1IS6 Management Console

e Windows Vista SP2:

v" Microsoft Framework 3.5 SP1

Microsoft Framework 3.5 Family Updates
Windows Remote Management 2.0
Powershell v2

IIS 6 Management Compatibility

IIS 6 Management Console

AN NI N NN

e Windows Server 2008 SP2
e Windows Server 2008 R2
Software

Links to downloads from Microsoft are available on the CTS SSEP Technical Resources webpage:
http://cts.wa.gov/projects/shared _email/technical resources.aspx

NOTE: The patch level of the Exchange 2010 tools installed on a workstation must match the level
installed on the server.

Installation

Microsoft Exchange Server 2010

1. Run setup.exe

2. The Exchange Server 2010 setup wizard will startup. If .NET Framework 3.5 or PowerShell
aren't installed, start at step 1 or 2. Otherwise proceed to step 3 and select Install only
languages from the DVD.
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Choose the source of the languages to be Step 4 Install Microsoft Exchange

installed

Microsoft”

Exchange Server 2010 e

Plan
Read about Microsoft Exchange Server 2010
Read about deploving languages

Read the Microsoft Exchange release notes

Install

Step 3: Choose Exchange language option
Install all languages from the language bundle

Install only languages from the DVD

Step 5 Get critical updates for Micrasoft Exchange:

Enhance

Install Microsoft Forefront Protection 2010 for Exchange Server

Next click, Install Microsoft Exchange.

Click Next on the Introduction page.

O Introduction

1 License Agreement
- Errar Reporting

! Inztallation Type

Customer Experience
Improvement Program

| Readingss Checks
| Progress

| Completion

Help

Exchange Server 2010 Setup

Introduction

‘Welcome to Microsoft Exchange Server 20100 Microsoft Exchange Server is the industry's
leading server for e-mail, calendaring, and unified messaging. Exchange Server 2010 helps
ou manage a reliable messaging system with built-in protection against spam and viruses.,

while providing people throughout your organization with anpwhere access to e-mail, voice
mail, calendars, and contact infarmation from a wide wanety of phones and devices.

This wizard will guide you thraugh the installation of Microsoft Exchange Server 2010,

| Nexst > | Cancel
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5. Accept the license agreement and click Next

1 Introduction

[ License Agreement
J Error Reparting

A Installation Type

Custamer Experience
~ Improvement Pragram

1 Readiness Checks
| Progiess

| Completion

Help

Exchange Server 2010 Setup

License Agreement

Ta install Microsoft Exchange Server 2010, you must accept the terms of the end-user
license agreement. Please read the following agreement carefully. Use the scroll bar o
press the PAGE DOWM key to view the rest of the text. During the installation process,
Exchange Server 2010 will contact a server at Microsaft to check for updates to the setup
files.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT EXCHANGE SERYER 2010 STANDARD, ENTERPRISE
AND TRIAL

These license terms are an agreement between Microsoft
Corparafion (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The
terms also apply to any Microsoft

4 4

" | accept the terms in the license agreement FErint.

" | do nat accept the terms in the license agreement.

¢ Back | | Cancel |

6. Accept the default, which is No on the Error Reporting page and click Next

1 Introduction

1 License Agreement

[ Eror Reporting
Installation Type

Customer Experience
~ Improvement Program

Readiness Checks
Frogress

Completion

Help

Exchange Server 2010 Setup

Ermror Reporting
W invite you to enable Exchange Erar Reporting to improve the quality, relisbility, and
performance of Microsoft software and services.

If wou enable the Exchange Eror Reporting feature, Microzoft Exchange will automatically
send eror reports to Microsoft without bathering you. [f an emror accurs, the server uses
HTTPS ta send information to Microzoft over an encrypted channel. This infoimation iz
stored in facilities with controlled access and iz uzed only to improve Microzoft products.
Exchange Eror Reporting does not intentionally collect any persanal information such as
e-mail addreszes. However individual error reports may inadvertently contain personal
information. “while such information could potentially be used to determine the identity of
Microsaft Exchange Server users, if present, it will not be used.

“When the Exchange Error Reporting feature is enabled and the izsue has a known solution,
the server will receive feedback from Microsaft. This feedback will contain a link to a 'wWeb
page that may help resolve the problem.

" “Yes [Recommended)
* No

Fiead more shout Exchange Eror Reparting

< Back | Mest » | Cancel
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7. Select Custom Exchange Server Installation

Exchange Server 2010 Setup

7 Intraduction

[ License Agreement
[ Error Reporting
3 Installation Type

Custamer Experience
~ Improvement Program

. Readiness Checks

Installation Type
Select the Exchange Server installation type:

= 7. Iypical Exch Server |
The fallowing will be installed on this computer:
-Hub Tranzpart
- Clignt Access
- Mailbox

- Exchange Management Toolz

! Progress

h I

LCustom E Server |

Uze thiz option to select which of the following roles pou want ta install on
thiz computer:

| Completion

- Hub Transport

- Client Access

- Mailbox

- Unified Meszaging

-Edge Transport

- Exchange Management T ools

Specify the path far the Exchange Server program files:

C:A\Program FilesiMicrosoft\E xchange Serverty14 Browse..

Help < Back | Mest » | Cancel |

8. From the Server Role Selection page, select Management Tools and click Next

Exchange Server 2010 Setup

Server Role Selection
Select the Exchange server roles you want to ingtall on thiz computer:

1 Intraductian

[ License Agreement - : S
d : Gl Maibox Role Description
B3 Errar Reporting = - The Exchange Management Toolz provides
5 [ Client Access Rale the management tools needed to configure

[ Installation Type

o

Custorner Experience
~ Improvement Program

i and manage Exchange Server.
Server Bole Z9: 1 Hub Transport Fole

Selection _ i :

= Urified Messaging Role

J Readiness Checks | W STl Tl

 [PishlaRs 2 ¥ Management Tools Disk Space
< Completion Disk space required 11299 MB
Disk zpace available: 244455 MB

Specify the path for the Exchange Server program files:

C:AProgram Files\Microsoft\Exchange Servert14 Browse

Help < Back | Mewt » | Cancel
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.

2 Introduction

[ License Agresment
[ Errar Reporting

[ Installation Type

9. After the readiness check, click Install.

Exchange Server 2010 Setup

Readiness Checks
The spstem and server will be checked to verify that Exchange iz ready to be installed.
Elapsed time: 00:10:30

Summary: 2 item(z). 2 succeeded, 0 failed.

=i Management Toals Prerequisites (V] o
Server Role .
Selection Elapzed Time: 00:10:25
O Readiness Checks & Languages Prerequisites @ ES
- Progress Elapsed Time: 00:00:05
| Completion

To copy the contents of this page, press CTRL+C.

Help < Back | Install | Cancel |

Note: If the readiness check fails with the error “ A reboot from a previous installation is
pending”, delete the following registry key
HKLM\System\CurrentControlSet\Control\Session
Manager\PendingFileRenameOperations.

10. When the installation is complete, check the status to verify the installation was successful and

click Finish.

.

2 Introduction

[ License Agresment
[ Errar Reporting

[ Installation Type

Help

Exchange Server 2010 Setup

Completion

The following server oles have been successfully installed. To close the wizard, click
Finish.

Elapsed time: 00:03:38

Successfully installed. Ma enors.

Server Role & Preparing Setup @ 73
Selection .

i Elapzed Time: 00:00.01

[ Progress & Stopping Services @ ®

[ Completion Elapsed Time: 00:00:07

m

& Copy Exchange Files 0 3
Elapzed Time: 00:01:05

»

=i Language Files 0
Elapsed Time: 00:08:11

»

& Restoring services O
Elapsed Time: 00:00:00
& Lanquages @ T it
To copy the contents of this page, press CTRL+C.
Wiew Setup Log

[v  Finalize thiz ingtallation using the Exchange Management Conzole

[ Firish |

updates, click Yes to ignore it.
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Exchange Server 2010 SP1
1. Run Exchange2010-Spl-64.exe
2. Extract the installation files to a desired location.
3. Browse to the directory that SP1 files were saved and run setup.exe

4. Select Upgrade only languages from the DVD

I
changs Server

Shared Services Email Project 22



6. Click Next on the Introduction page

Exchange Server 2010 SP1 Upgrade

Introduction
‘wielcome to Microzoft Exchange Server 20101 Microsoft Exchange Server iz the industy's

O Introduction

1 License Agreement leading zerver for e-mail, calendaring, and unified messaging. Exchange Server 2010 helps
yaou rahage a reliable meszaging systern with built-in pratection against spam and wviruges,

| Readineszs Checks while providing people throughout your organization with arwhere access to e-mail, voice
mail, calendars, and contact information from a wide variety of phones and devices.

- Progress
Thiz wizard will guide you through the installation of Microsoft Exchange Server 2010,

| Completion

Help | Mest > | Cancel

7. Accept the license agreement and click Next

Exchange Server 2010 SP1 Upgrade

License Agreement

To upgrade Microsoft Exchange Server 2010, pou must accept the terms of the end-user
[ License Agreement license agreement. Please read the following agreement carefully. Use the scroll bar or
press the PAGE DOWN key to view the rest of the text. During the installation process,
| Readiness Checks Exchange Server 2010 will contact a server at Microsoft to check for updates to the setup
files.

3 Introduction

2 Progress
J Campletion MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT EXCHANGE SERVER 2010 WITH SERVICE PACK 1
STANDARD, ENTERPRISE AND TRIAL

These license terms are an agreement between Microsoft
Corparation {or based on where you live, one of its affiliates) and
you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any, The
terms also apply to any Microsoft

4 >

+ | accept the terms in the license agreement. Print...

(" | do nat accept the terms in the license agreement.

Help < Back | Hest » | Cancel
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8. After the readiness check, click Upgrade

-

Exchange Server 2010 SP1 Upgrade
B Intoduction Readiness Checks . - >
The system and server will be checked to verify that Exchange Server is ready to be
I License Agreement upgraded.
o : Elapsed time: 00:13:35
el e Summary: 3 item(z]. 3 succeeded, 0 failed.
i bioaress & Configuring Prerequisites c‘J %
Foonplction Elapsed Time: 00:00:00
| Managernent Tools Prerequisites 0 *
Elapsed Time: 00:13:29
& Languages Prerequisites 0 S
Elapsed Time: 00:00:06
To copy the contents of thiz page. press CTRL+LC.
Help < Back | Upgrade | Cancel |
9. When the upgrade is complete, check the status to verify the installation was successful and click
Finish.

Note: If the Exchange Management Console installation fails with the error “error
800706d9”, enable firewall service and disable the settings. Before continuing, Exchange
will need to be uninstalled.

10. Close the upgrade wizard.

Microsoft Exchange 2010 Rollup Updates

Note: This section was written for Rollup Update 3, and may be outdated when you are installing
updates. Please check the CTS SSEP Technical Resource page online for the current version:
http://cts.wa.gov/projects/shared _email/technical resources.aspx

1. Run Exchange2010-KB2529939-v3-x64-en.msp

2. Click Next on the Update Rollup Welcome page

ﬁ Exchange Server 2010 Service Pack 1 Update Rollup Setup @

Welcome to the Setup Wizard for Update
Rollup 3-v3 for Exchange Server 2010
Service Pack 1 (KBE2529939)

The Setup Wizard will guide you through the process of installing Update Rollup 3-v3 for
Exchange Server 2010 Service Pack 1 (KEZ529939).

Ta start the installation, dlick Mext.

< Back et =
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3. Accept the license agreement and click Next

L«:J Exchange Server 2010 Service Pack 1 Update Rollup License Terms

License Terms
Flease read the following license terms carefully

PLEASE NOTE: Microsoft Corporation {or based on where you live, one of its affiliates) licenses this
supplerment to you, You may use it with each validly licensed copy of Microsoft Exchange Server 2010
software (the “software™). You may not use the supplement if you do not have a license for the
software. The license terms for the software apply to vour use of this supplement. To read the
license terms, go to the software documentation. Microsoft provides support services for the
supplement as described at www, suppart. microsoft. com/com mon/international. aspx.

I do not accept the License Terms

Cancel

[ spack |[ mea= |

4. Click Next to start the installation

j;;J Exchange Server 2010 Service Pack 1 Update Rollup Setup @

@ Welcome to the Setup Wizard for Update
Rollup 3-v3 for Exchange Server 2010
Service Pack 1 (KB2529939)

The Setup Wizard has finished generating native images for \MET assemblies.

Ta proceed with the installation, dick Mext.

< Back ‘ Cancel
5. Click Finish when installation is complete
L{-JJ Exchange Server 2010 Service Pack 1 Update Rollup Setup @

@ Setup Wizard for Update Rollup 3-v3 for
Exchange Server 2010 Service Pack 1
(KB2529939) Completed

To exit the Setup Wizard, dlick Finish.

Cancel
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Microsoft Exchange 2010 Tools

For the most part, Exchange 2010 recipient management duties will be performed in the Exchange
Management Console (EMC). When bulk modifications are needed or commands that aren’t available in
the EMC, those tasks must be completed in the Exchange Management Shell (EMS).

How to open Exchange Management Console
soft Exchange Server 2010 and select Exchange Management Console.

Click Start, browse to Micro

“ . Hyena |
. LanTricks
. LizardSystems

. Maintenance

. McAfee

. Microsoft Exchange Server 2010
Exchange Management Console
@ Exchange Management Shell
@) Exchange Server Help

. Microsoft Office

. Microsoft Silverlight

. Microsoft SQL Server 2008

. Microsoft SQL Server 2008 R2

. Motepad++

. PowerGUI

, PUTTY Devices and Printers

. Quest Software

. SharePoint Default Programs

. Startup

. wvmToolkit

leary, Lem

| Documents

Pictures
Music
Computer

Control Panel

Help and Support

4 Back Windows Security

| Search programs and files

Bl - O &)

How to open Exchange Management Shell

Click Start, browse to Microsoft Exchange Server 2010 and select Exchange Management Shell.

NOTE: Itis normal to get a series of warnings about an Exchange server not available in several

Active Directory sites. A connection will be made to an Exchange server in the WAX domain.

| Hyena
. LanTricks
| LizardSystems

. Maintenance

. McAfee

| Microsoft Exchange Server 2010
Exchange Management Consele

%3 Exchange Management Shell |

) Exchange Server Help

. Microsoft Office

. Microsoft Silverlight

, Microsoft SQL Server 2008

 Microsoft SQL Server 2008 R2

Documents

Pictures

Music

Computer

2

I

2

)

li Notepad++ Control Panel

. PowerGUI

L PuTTY Devices and Printers
0 Quest Software

. SharePoint Default Programs
. Startup

| vmToolkit Help and Support
4 Back Windows Security

Search programs and files Fe | m
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Use caution when running commands in EMS because some commands might run against an entire OU
unless a mailbox is specified. The —whatif command can be placed at the end of commands to see
results without actually running the command.

Example: Disable-Mailbox -Identity DSHS\BIIIE -whatif
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Agency Delegated AD Permissions

Add-ADpermission

Synopsis: Adding ‘Send-As’ rights to a user
Method: Exchange Management Console — or — Exchange Management Shell

EMC method:

1. Select the mailbox within the EMC to which you want to add Send-As rights

2. Click “Manage Send As Permission” in the right-hand pane. The permission window will open.

—(0}

Manage Send As
Permission

J Completion

—ﬂ Manage Send As Permission

Manage Send As Permission

This wizard helps you grant or remove Send As permissions for the selected mailbox to or from a
user or group. When you grantthe Send As permission for a mailbox to a user, the user can use
the mailbox to send messages.

Selectthe users or groups to grant or remove Send As permission:

gk Add.. <

Security Principal

NT AUTHORITY\SELF
5-1-5-21-1844237615-1844523847-839522115-16014
WAX\ev_admin

WAK\WAXBES

Manage l [ Cancel

Click the Add button. & Add..
Select the name you are adding Send-As rights to
The name will be added to the list

Click Manage to complete this task.

Granting WilliamC ‘Send-As’ rights to Bill Example’s mailbox

3.
4.
5.
6.
EMS method:
1. Open EMS

Note: To limit the focus to CTS.WA.LCL, use the following command: Set-
ADServerSettings —RecipientViewRoot “cts.wa.lcl”
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2. Type the following command:

Add-ADPermission -ldentity 'CN=Example\, Bill (CTS),CN=Users,DC=cts,DC=wa,DC=lcl' -User

'CTS\WilliamC' -ExtendedRights 'Send-as'

Get-ADpermission

Synopsis: Retrieve permissions on an Active Directory Object
Examples:

Get-ADPermission -ldentity 'CN=Doe\, John (CTS),CN=Users,DC=cts,DC=wa,DC=lcl'
Or

Get-ADPermission -ldentity 'Doe, John (CTS) '

Get-DomainController

Synopsis: Retrieve a list of Domain Controllers that exist in your organization.

Examples:
Get-DomainController -DomainName cts.wa.lcl

The following example will display the Domancontroller and AD Site in a formatted table.
Get-DomainController -DomainName dis.wa.lcl | Format-Table -AutoSize Name, ADSite

Get-Group

Synopsis: Query for existing groups.

Examples:

This example returns all groups that begin with “CTS DL”
Get-Group -Anr 'cts dI'

This example returns a formatted list about a particular group
Get-Group —identity ‘cts dl all staff’

This example returns all groups in Active Directory
Get-Group

Get-User

Synopsis: Returns a list of users that match the specified condition.
Examples:
This example returns all users with “Manager” in their Title
Get-User -Filter "Title -like *Manager*"
This example returns all available parameters for a user. ( fl = Format List )
Get-User JohnD |fl
This example returns all users in the Payroll OU
get-user -OrganizationalUnit "Payroll" -DomainController CTSGCOLY2010
This example returns all users in the organization
Get-User

Remove-ADPermisson

Synopsis: Remove permissions from an Active Directory object.

Example:

This example removes the Send As permission from user WilliamC on the user Example, Bill (CTS)
Remove-ADPermission -Identity 'CN=Example\, Bill

(CTS),CN=Users,DC=cts,DC=wa,DC=lcl' -User 'CTS\WilliamC' -ExtendedRights 'Send-as’

Write-AdminAuditLog

Synopsis: Write a comment to the administrator audit log.

Example:

This example writes a comment to the administrator audit log.
Write-AdminAuditLog -Comment "Ran custom script.”
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Agency Delegated Audit Logs

Get-AdminAuditLogConfig

Synopsis: View the administrator audit logging configuration settings.

Example:

This example lists the audit logging configuration settings.
Get-AdminAuditLogConfig

Get-DomainController

Synopsis: View a list of domain controllers that exist in your organization.

Examples:

This example returns all Domain Controllers in your organization
Get-DomainController -DomainName cts.wa.lcl

This example returns all Domain Controllers in a formatted table by Name and AD Site
Get-DomainController -DomainName cts.wa.lcl |Format-Table -Autosize Name,ADSite

Get-Mailbox

Synopsis: View mailbox objects and attributes, populate property pages, or supply mailbox information to
other tasks.
Examples:
This example returns a list of all mailboxes in your organization
Get-Mailbox
This example returns a list of all mailboxes that resolve from the ambiguous name resolution search on
the string “chr”
Get-Mailbox —Anr “Chr” —DomainController CTSGCOLY2010
This example returns a list of all available attributes for the mailbox JohnD
Get-Mailbox JohnD |fl

New-AdminAuditLogSearch

Synopsis: Search the contents of the administrator audit log and send the results to one or more
mailboxes that you specify.

Example:

This example searches the administrator audit logs for entries that contain the New-RoleGroup or New-
ManagementRoleAssignment and sends the results to the specified mailbox
New-AdminAuditLogSearch -Name "Role Group Change Audit" -Cmdlets New-RoleGroup, New-
ManagementRoleAssignment -StatusMailRecipients john.doe@cts.wa.gov

New-MailboxAuditLogSearch

Synopsis: Search mailbox audit logs and have search results sent via e-mail to specified recipients.
Example:

This example will create a mailbox audit log search to search DISlantest’s mailbox and send to the
specified recipient.

New-MailboxAuditLogSearch -Mailboxes dislantest -LogonTypes Owner -ShowDetails -StartDate
1/12/2010 -EndDate 5/12/2011 -StatusMailRecipients You.User@cts.wa.gov

(It will take some time for the search to run and for the results to be e-mailed)

Search-AdminAuditLog

Synopsis: Search the contents of the administrator audit log.
Example:
This example searches the administrator audit log for New-RoldGroup and New-ManagementAssignment
cmdlets
Search-AdminAuditLog -cmdlets New-RoleGroup, New-ManagementRoleAssignment

Search-MailboxAuditLog

Synopsis: Search the contents of the mailbox audit log entries matching the specified search terms.
Example:
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This example

Search-MailboxAuditLog -Mailboxes

“Thomas.thomason@des.wa.gov”,” Alfred.alfredson@des.wa.gov” -LogonTypes Admin,Delegate
-StartDate 7/1/2011 -EndDate 9/16/2011 -ResultSize 2000

Set-ADServerSettings

Synopsis: Manage the Active Directory Domain Services (AD DS) environment in the current Exchange
Management Shell session.
Examples:
This example sets the RecipientViewRoot to the local domain
Set-ADServerSettings —RecipientViewRoot cts.wa.lcl
This example sets the scope to the entire forest
Set-ADServerSettings —ViewEntireForest $true
This example sets the scope to the entire forest and designates a preferred global catalog server
Set-ADServerSettings —ViewEntireForest $true —PreferredGlobalCatalog CTSGCOLY2010

Set-Mailbox

Synopsis: Modify the settings of an existing mailbox. You can use this cmdlet for one mailbox at a time.
To perform bulk management, you can pipeline the output of various Get- cmdlets and configure several
mailboxes in a single-line command.
Example:
This example sets delivery of HarveyC’s e-mail messaged to Harvey’s mailbox and also forwards them to
Steven Jacobs mailbox.
Set -Mailbox -ldentity HarveyC -DeliverToMailboxAndForward $true -ForwardingAddress
Steven.Jacobs@cts.wa.gov

Write-AdminAuditLog
See Write-AdminAuditLog under ‘Agency Delegated AD Permissions’ above
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Agency Delegated Security Mail Recipients

Add-MailboxFolderPermission

Synopsis: Manage folder-level permissions for all folders within a user's mailbox.
Example:
This example assigns permission for Barney to access Fred’s Customers folder and applies the ‘Owner’
role to his access of that folder in his mailbox.
Add-MailboxFolderPermission —Identity Fred.Flanders@cts.wa.gov:\Customers —user
Barney.Rogers@cts.wa.gov -AccessRights Owner

Add-MailboxPermission

Synopsis: Add permissions to a mailbox.

Examples:

This example grants CharlieB full access to LucyV’s mailbox.
Add-MailboxPermission —Identity LucyV@cts.wa.gov —user CharlieB@cts.wa.gov -
AccessRights FullAccess

This example grants NapoleonD Read permission on the resource mailbox CTSRoom342.
Add-MailboxPermission —Identity CTSRoom342@cts.wa.qov —user
NapoleonD@cts.wa.gov -AccessRights ReadPermission

Get-MailboxFolderPermission

Synopsis: View the folder-level permissions for a folder or a specific user's permissions for a folder.
Examples:
This example returns the current list of user permissions for Thomas’ Reports folder under the Mainframe
folder.

Get-MailboxFolderPermission —ldentity Thomas.Easton@cts.wa.qov:\Mainframe\Reports

This example returns the permissions that Zack has to view Thomas’ Mainframe Reports folder.
Get-MailboxFolderPermission —ldentity Thomas.Easton@cts.wa.gov:\Mainframe\Reports -
user Zack.Tylor@cts.wa.gov

Get-MailboxPermission

Synopsis: Retrieves permission on a mailbox.

Examples:

This example returns a list of all permissions on Jimmy’s mailbox
Get-MailboxPermission —Ildentity Jimmy.Carlson@cts.wa.gov

This example returns permissions that Alfred has on Jimmy’'s mailbox
Get-MailboxPermission —ldentity Jimmy.Carlson@cts.wa.gov —User

Alfred.Newhart@cts.wa.gov

This example returns the owner information for the resource mailbox Room222
Get-MailboxPermission —ldentity Room222 —Owner

Remove-MailboxFolderPermission

Synopsis: Remove folder level permissions for a user.

Example:

This example removes Zack’s permissions for Thomas’ Reports folder under the Mainframe folder.
Remove-MailboxFolderPermission —Identity ThomasE@cts.wa.gov:\Mainframe\Reports -
User ZackT@cts.wa.gov —AccessRights “Publishing Editor”

Remove-MailboxPermission

Synopsis: Remove permissions from a user’s mailbox.

Example:

This example removes David’s full access rights for Paul’'s mailbox.
Remove-MailboxPermission —ldentity DavidL @cts.wa.gov:\Mainframe\Reports -User
PaulS@cts.wa.gov —AccessRights “FullAccess” —InheritanceType All
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Set-Mailbox
See Set-Mailbox in the ‘Agency Delegated Audit Logs’ section above
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Mailbox Import Export

Export-Mailbox

This command has been replaced by the below “New-MailboxExportRequest” in SP1. This change also

requires the admin to be in the “U-S-AGY Exchange 2010 Discovery Admins” security group.

New-MailboxExportRequest

Synopsis: Use the New-MailboxExportRequest cmdlet to begin the process of exporting contents of a
primary mailbox or archive to a .pst file.

Example:

This example exports the specified mailbox to a PST file on the specified server and share.
New-MailboxExportRequest -Mailbox dislantest -MRSServer waxmxolyhtcas08.wax.wa.lcl -
FilePath \\ctsgcoly2010\myshare\lantest.pst

(The WA\Exchange Trusted Subsystem will need access on the file share)

group ar user names:

5 SYSTEM
52 Exchange Trusted Subsystem (WA\Exchange Trusted Subsystem)

The CAS server will need a connection path with the system hosting the fileshare. If there is a firewall
between the two it will need to be addressed.

Get-Mailbox
See Get-Mailbox in the ‘Agency Delegated Audit Logs’ section above

Get-MailboxExportRequest

Synopsis: View the detailed status of an ongoing export request that was initiated

Examples:

This example returns a list of export requests and their current status
Get-MailboxExportRequest

This example returns a list of export requests that have a status of ‘Completed’.
Get-MailboxExportRequest —Status Completed

This example returns a list of export requests where the export has been suspended
Get-MailboxExportRequest —Suspend $true
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Security Group Creation and Membership

Add-DistributionGroupMember

Synopsis: Add a recipient to a distribution group.

Example:

This example adds Tom Smith to the distribution group CTSDLCoffeeClub
Add-DistributionGroupMember -Identity "CTSCoffeeClub" -Member Tom.Smith@cts.gov

Get-DistributionGroup

Synopsis: Query for existing distribution groups.

Examples:

This example retrieves the group CTSDLCoffeeClub and piplines to the Format-List command to display
information about the distribution list.

Get-DistributionGroup -ldentity "CTSCoffeeClub” |fl

This example retrieves all distribution groups whose names begin with the string “CTS DL Web” and
piplines the object for the Format-Table command to display the distribution group names and who they
are managed by.

Get-DistributionGroup -anr "CTS DL Web” |ft Name, ManagedBy

Get-DistributionGroupMember

Synopsis: Find existing distribution group members.

Example:

This example returns the existing distribution group members for the distribution group “CTSDLLibrary”
Get-DistributionGroupMember -ldentity "CTSDLLibrary”

Get-Mailbox
See Get-Mailbox in the ‘Agency Delegated Audit Logs’ section above

Get-Recipient

Synopsis: Return a list of recipient objects from Active Directory.
Examples:
This example retrieves information about all the recipients in your organization.
Get-Recipient -ResultSize Unlimited
This example retrieves information about all the mail contacts in your organization and sorts them by
name.
Get-Recipient -RecipientType MailContact -SortBy Name
This example retrieves information about all the Public Folders in your organization.
Get-Recipient -RecipientType PublicFolder

Shared Services Email Project 35


mailto:Tom.Smith@cts.gov�

New-DistributionGroup

Synopsis: Create a new distribution group.

1. Open the Exchange Management Console

2. Select “Distribution Group”

File Action View Help

«= | zE HE

[ Microsoft Exchange

4 [ Microsoft Exchange On-Premise
i |:% Organization Configuration
4 2 Recipient Configuration

#2 Mailbox

# Distribution Group |

2l Mail Contact

#3 Disconnected Mailbox

=4 Move Request
&8 Toolbox

from the left hand pane

“¥ Create Fil

Display Nai
&, CTS ATS
82 CTS DLt
82 CTS DLt
82, CTS DL
82, CTS DL
# cTspLI

3. Select “New Distribution Group” from the right hand pane

Actions

[

<&

2,
B

Distribution Group
Modify the Maximum Mu...

Find...

Mew Distribution Group...

MNew Dynamic Distributio...

Export List...
View
Refresh
Help
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4. Select “Next” at the New Distribution Group Wizard screen
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5. New Distribution Group Screen

aoow

Select Distribution or Security for “Group Type”
If you want the DL created in a specific OU then browse to that OU and select it
Enter the Distribution Group nhame

Enter the Alias (Spaces are not valid characters)

(I’; New Distribution Group

o :}_)
1 Introduction
O Group Information

J Mew Distribution Group

J Completion

Group Information
Enter account information for the distribution group.

Group type:

@) Distribution
Security

V| Specify an Organizational Unit rather than using a default one:

cts wa lcl/Distribution Lists

Name:
CTS DL Coffee Club

MName (pre-Windows 2000):
CTS DL Coffee Club

Alias:

Browse. .

CTSDLCoffeeClub|

Click Next

©o~No

contents.

10. Click Finish to complete the process

Powershell for the above actions

new-DistributionGroup -Name 'CTS DL Coffee Club' -OrganizationalUnit

Verify everything looks correct on the New Distribution Group Configuration Summary screen
Click New to create the new Distribution Group
If you want a copy of the Powershell script that ran you can press CTRL-C to copy the page

‘cts.wa.lcl/Distribution Lists' -SamAccountName 'CTS DL Coffee Club' -Alias
'CTSDLCoffeeClub’
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Remove-DistributionGroup

Synopsis: Delete an existing distribution group from Active Directory.

Example:

This example retrieves information about all the recipients in your organization. You will be prompted to
confirm the deletion.

Remove-DistributionGroup —ldentity “CTS DL Coffee Club”
Confirm
Are you sure you want to perform this action?
Removing distribution group "CTS DL Coffee Club™ will remove the Active Directory
group object.
[Y] Yes [A] Yes to AlIl [N] No [L] No to AIl [?] Help (default is "Y"): Y

Remove-DistributionGroupMember

Synopsis: Remove an existing recipient from a distribution group.
Example:
This example removes Thomas Spyre from the distribution group “CTS DL Coffee Club”. You will be
prompted to confirm the removal.
Remove-DistributionGroupMember —Identity “CTS DL Coffee Club” —Member “Spyre,

Thomas (CTS)”

Confirm

Are you sure you want to perform this action?

Removing distribution group member "Spyre, Thomas (CTS)" from distribution group "CTS DL Coffee
Club™.

[Y] Yes [A] Yes to AIl [N] No [L] No to All [?] Help (default is "Y"): Y

Set-DistributionGroup

Synopsis: Modify the settings of an existing distribution group.
Examples:
This example changes the display nhame of an existing distribution group from “Accounting” to
“Accounting Group”

Set-DistributionGroup —Identity “Accounting” —DisplayName “Accounting Group”
This example converts the 1500 Jeff Rooms distribution group to a room list
Set-DistributionGroup —Identity “1500 Jeff Rooms” —RoomList
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Introduction

This document assumes you have followed and met the requirements and installation procedures found
in the Recipient Administration Guide for the configuration of the Exchange Administration workstation
and the installation of the Exchange Administration tools.
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Security Group Configuration

In order to perform the operations in this guide, you must be a member of Exchange Delegated Recipient
Admin role group. Group membership allows access to different administrative functions through the
Exchange Management Console (EMC) or the Exchange Management Shell (EMS). Below is a list
functions:

Delegation Recipient Admins

Agency Delegated Mail Recipient Creation
Agency Delegated Mail Recipients
Agency Delegated Public Folders
Distribution Groups

Mail Enabled Public Folders

Migration

Move Mailboxes

User Options

View-Only Recipients

To perform Exchange 2010 administrative task, users must be members of appropriate
“Administration Membership” group.

Shared Services Email Project 42



Create an Active Directory User Object with an Exchange 2010
Mailbox

Exchange 2010 mailboxes can be created by using the Exchange 2010 Management Console (EMC) or
with Exchange Management Shell (EMS). The creation of a single mailbox can easily be done using the
EMC. When creating several mailboxes at a time, EMS might be a better option.

Mailbox creation

EMC method:
1. Openthe EMC

2. From the console tree, click Recipient Configuration

| Bxchange Management Console | =R |
File Action View Help
&= 2@ A
(2] Microsoft Exchange EN Actions
¥ Create Filter i Stop Loading | [ -
- ] Modify Recipient Scope...
Display Name Alias Organizational Unit Recip )
2, Modify the Maximum Number .
& Find...
&2 New Mailbox...

(5 New Mail Contact.

%, New Mail User..

#2 New Distribution Group...

$ New Dynamic Distribution Grou...
= Export List.
View »
@ Refresh

H Hep

Refresh: In progress..
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Click New Mailbox. The New Mailbox wizard will open. Select the type of mailbox that needs to

be created. In this case, select User Mailbox and click Next.

arl Lk New Mailbox

[ Intraduction In.lmt.iuclmn i i : ;
Thiz wizard helps you create a new mailbox, resource mailbox, or linked mailbox. You can
1 User Type also use this wizard bo mail-enable an existing user.
1 MNew Mailbox Choose mailbox type.
: @ Uszer Mailbox
| Completion

Thiz mailbox is owned by a user to send and receive messages. This mailbox cannot be
uzed for resource scheduling.

Roorm M ailbox

The room mailbox is for room scheduling and iz not owned by a user. The uger account
associated with resource maibox will be dizabled.

Equipment b ailbox

The equipment mailboy iz for equipment echeduling and iz not owned by a user. The
uger account associated with the resource mailbox will be dizabled.
Linked ailbox

Linked mailbox ix the name for a mailbox that iz accessed by a security principal [uzer] in
a zeparate, trusted forest.

et » ] I Cancel

Select New User and click Next

New Mailbox
7 Introduction User Type -
You can create a new user or select existing users for whom you want to create new
O User Type mailboxes.
Mew Mailbox LCreate malboxes for:
3 @ Mew user
| Completion .
Ewisting users;
Add...
MNarme Organizational Lnit

Help < Back H Mest > ] | Cancel
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The New User Information page will display. Browse to the organizational unit that the user

object will reside and populate all the rest of the fields on the page.

NOTE: The name in the Name field should be populated last name, first name. This is how

the name will be displayed in AD and in the Global Address Book.

1 Intraduction
1 User Type
3 User Information
I Mailbox Settings
A Archive Settings
4 New Mailbox

! Completion

User Information

Enter the user name and account information.

Specify the organizational unit rather than uzing a default one:

dshs.wa lel/SEC/Enterprize Network Services/EMA/ U zers

First name:
Bill

Mame:

Example, Bill

Uzer logon name [User Principal Mame]:

BillE

Uzer logon name [pre-windows 2000]:

BillE

Paszzword:

Iritials: Last name:

Example

Browse. ..

@dzhz. wa.lcl

LConfirm pazaward:

[ User must change password at next logon

I < Back H Mest »

] I Cancel I

[ Intraduction
M User Type
3 User Infarmatian
[ ailbos 5 ettings
| Archive Settings
4 Mew Mailbox

! Completion

Mailbox Settings

The Mailbox Settings page will display. Complete the appropriate fields.

Enter the alias for the mailbox user, and then select the mailbox location and policy settings.

Alias:
BillE

0

[] Retention palicy:

[] Exchange ActiveSync maibox policy:

-+ Perzonal Tags are a premium feature. Mailbozes with policies that contain these tags
require an Exchange Enterprise Client Access Licensze [CAL)

< Back H Mest >

] I Caniel
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7. The Archive Settings will display. The State uses a third-party solution, WASERYV, to archive mail
therefore these settings don't apply.

B Introduction Archive Settings

Use thiz step to link an online archive to your mailbox. tems will be moved automatically
I User Type from the primary uzer mailbox to the archive based on the default retention policy settings ar
thoze you define.
1 User Infarmation o - i :
Specify if you want to create an archive for this mailbox and where you want to create it.
I Mailbox Settings The location of local archives iz optional:

O Archive Settings

Create a local archive

A Mew Mailbox . . . .
Select a specific mailbox databaze rather than having one zelected automatically:
| Completion

Create a remote hosted archive:

| < Back |[ Mext > ] | Cancel |

8. The New Mailbox page will open. Review the configurations. If changes need to be made, click
the Back button or click New to create the mailbox.

b ,.'J'J'_. New Mailbox

New Mailbox
Click Mew to create the following mailboxes.

O Intraduction

1 User Type

: Configuration 5 ;
3 User Infarmation B A

L2 Bill Example

»

1 Mailbox Settings

Mailbox type: User Mailbox

3 Archive Settings User doesn't need to change password at nest logon

: Organizational unit: dshs.wa. lcl/SEC/Enterprize Metwork Services/EMAsers
O Hew Mailbo Fi R
irst name: Bill
gl Last name: Example

Uszer name: Bill Example

Uzer logon name [Iser Principal Mame]: BillE &Edzhs. wa.lcl
U ger logon name [prewindows 2000): BIllE

Alias: BillE

To copy the contents of this page, press CTRL+C.

< Back |[ MNew ] | Cancel
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9. The Completion page will display. Upon completion, a status of Completed or Failed will indicate
if the mailbox was successfully created. Click Finish to close the wizard.

LU Mew Mailbox

a
Dy
1 Intraduction Eomplelion o e
The wizard completed successfully. Click Finish to cloze thiz wizard.
1 User Type Elapsed time: 00:00:01
B - nformation Surmany: 1 itern(s). 1 succeeded, O failed.
1 Mailbox Setings  Bill Bample L/ ]
m . . Exchange Management Shell command completed:
B achic ettings New-Mailbox -Name 'Bill Example! -4lias BilE' -Organizationallinit
1 New Mailbox ‘dshz.wa lel/SEC/Enterprize Network Services/EMA /U zers' -UszerPrincipalM ame
""" ‘BilE@dshs.wa.lel' -Samaccounth ame 'BIlE' -FirstM ame Bill -Initials " -LastMame
I Completion ;;:fmlample' -Pazsword 'Spstem. 5 ecurity. SecureSting' -ResetPassworddnMextLogon
alze
Elapsed Time: 00:00:01
To copy the contents of this page, press CTRL+C.
EMS method:
1. Open EMS

2. Type the following command:

New-Mailbox -Name "Example, Bill' —DisplayName “Example, Bill (DSHS)"-Alias BIllE —
OrganizationalUnit “dshs.wa.lcl/SEC/Users” —UserPrincipalName “Bille@dshs.wa.lcl” —
SamAccountName “BIlIE” -FirstName “Bil”l -LastName “Example” —Password (ConvertTo-
SecureString “#password1” —AsPlainText —Force) —ResetPasswordOnNextLogon $true

&% Machire: WAXMXOLYCASZ WA wwa. ol
Tip of the day Wt 3
Did you know
Get-Hailhox

HEQLy6B38.

Connecting to an Exchange server

xc hange server

CenbB@44. Connecting to an

mple,. Bill

The example above creates an AD user object and a mailbox for the user Bill Example with the following
details:
e The mailbox's alias is Bill
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e The user's first name is Bill and the last name is Example

e The name is Bill Example

e The display name is Example, Bill (DSHS)

e The user principal name (UPN) is Bill[Example@dshs.wa.gov

e The mailbox will be created in the Users container of the organizational unit

Parameter Changes Required for All New Mailboxes

Whether a mailbox is created in EMC or PowerShell additional work must be done once the mailbox
object has been created. These parameters cannot be set until after the mailbox is created and by
default may not be optimal for your agency’s needs.

The first parameter to change is "ActiveSyncEnabled”, by default ActiveSync is enabled on new
mailboxes.

List information about the user ActiveSyncEnabled property by using the Get-CasMailbox command and
substituting the users samaccountname where "JohnD" appears in the example below.
Get-CasMailbox "JohnD" | ft SamAccountName,ActiveSyncEnabled -AutoSize

SamAccountName ActiveSyncEnabled

JohnD True

Now modify the properties using Set-CasMailbox command substituting the users samaccountname
where "samaccountname"
Set-CasMailbox "samaccountname" -ActiveSyncEnabled: $false

Take time to review change using get command substituting the users samaccountname where
"samaccountname"
Get-casMailbox "samaccountname" | ft SamAccountName,ActiveSyncEnabled -AutoSize

SamAccountName ActiveSyncEnabled

samaccountname False

The second parameter to change is "SingleltemRecoveryEnabled”, by default this is set to false.
List information about the user SingleltemRecovery property by using get command and substituting the

users samaccountname where "samaccountname"
Get-Mailbox "samaccountname" | ft SamAccountName,SingleltemRecoveryEnabled -AutoSize

SamAccountName SingleltemRecoveryEnabled

samaccountname False

Now modify properties using set command substituting the users samaccountname where
"samaccountname”
set-Mailbox "samaccountname" -SingleltemRecoveryEnabled: $true

WARNING: The single item recovery setting may take up to 60 minutes to take effect.
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Again, take time to review change using get command substituting the users samaccountname where
"samaccountname”

Get-Mailbox “samaccountname” | ft SamAccountName,SingleltemRecoveryEnabled -AutoSize

SamAccountName SingleltemRecoveryEnabled

samaccountname True
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Create an Exchange 2010 Mailbox for an Existing Active Directory
User Object

Exchange 2010 mailboxes can be created for an existing Active Directory (AD) user by using the
Exchange 2010 Management Console (EMC) or with Exchange Management Shell (EMS).
EMC method:

1. Openthe EMC

2. From the console tree, click Recipient Configuration

.| Exchangs Management Conscle = =R |
Eile  fction  Miew Lielp

" wurstion
%, Recipient Configuration
& Tocikbox

" Stop Losding | Recipient Configuration -
T Modify Recipient &

Alias Cuganizational Unit Recipi & b ik
1 y the Ma jumber

& Find

L New Mailbo
2 Mew Mail Cantact..
L Mew Mai User..

B2, New Distnbutron Group..

B New Dynamic Distribution Grow...

& Export Lat..
View 3
i Retresh

B vep

Refieshs In progeess...
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Click New Mailbox. The New Mailbox wizard will open. Select the type of mailbox that needs to
be created. In this case, select User Mailbox and click Next.

ru«ﬁ)

O Introduction
A User Type
4 Mew Mailbox

. Completion

New Mailbox

Introduction

This wizard helps you create a new mailbax, resource mailbox, ar linked mailbox. ‘Y'ou can
also use thiz wizard to mail-enable an existing user.

Chooze mailbos type.
@ User Mailbox

Thiz mailbox iz owned by a user to send and receive messages. This mailbox cannot be
used for resource scheduling.

Foom Mailbox

The raom mailbox iz for room scheduling and is not owned by a user. The user account
azsociated with resource mailbox will be disabled.

1 Equipment Mailbox

The equipment mailbox iz for equipment scheduling and iz not owned by a uzer. The
usger account associated with the resource mailbox will be dizabled.
1 Linked Mailbox

Linked mailbox iz the name for a mailbox that iz accessed by a security principal [user] in
a separate, tusted forest,

[ Mext » ] I Cancel

Select Existing User. Click Add to display a list of AD users without mailboxes

3 Intraduction
3 User Type
Mew Mailbox

| Completion

Help

New Mailbox

User Type

Y'ou can create a new uger or select existing users for whom you want to create new

mailboxes.

Create maiboxes for:

) Mew uzer

@ Existing users:

oa Add..,

Mame Organizational Unit

< Back H Mest > ] | Cancel
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Browse or search to the user(s) that need mailboxes created. Select the user object that needs

to be mail-enabled and click Next

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

New Mailbox

3 Introduction

User Type
‘Y'ou can create a new uzer or select existing users for whom pou want to create new

3 User Type mailboxes.
J Mailbox Settings Create mailboxes for:
: ) Mew user
- New Mailbox E i
@) Ewxisting users:
- Completion
ea Add., X
Marmne
2, Example, Bil

Organizational Unit
dzhz.wa. lcl/SEC/Enterpris...

Help

| < Back |[ Mext » ] | Cancel |

The Mailbox Settings page will display. Complete the appropriate fields.

1 Intraduction Mailbox Settings

Enter the alias for the mailbox user, and then select the mailbox location and policy settings.

B User T :
e Aliaz:
3 User Infarmation EillE
O Mailbox Settings 2
[
2 Archive Settings
J Mew bailbox
R etenti licy:
| Completion Pl Retertion policy

[] Exchange ActiveSync mailbos policy:

-1 Personal Tags are a premium feature. Mailboxes with policies that contain these tags
require an Exchange Enterprize Client Access License [CAL).

< Back ][ Mext » ] [ Cancel
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The New Mailbox page will open. Review the configurations. If changes need to be made, click
the Back button or click New to create the mailbox.

itk |l  New Mailbox
g

New Mailbox
Click Mew to create the following mailboxes.

3 Introduction

1 User Type
I baibos Settings Configuration Summary:
3 Hew Mailbox ad Bamele Gl =
; Aliaz: BilE
| Completion

To copy the contents of this page, press CTRL+C.

Help | < Back H MNew ] | Cancel |

The Completion page will display. Upon completion, a status of Completed or Failed will indicate
if the mailbox was successfully created. Click Finish to close the wizard.

o[l New Mailbox
[N
1 Irtraduction Eomplelion e -
The wizard completed successfully, Click Finish to close thiz wizard.

1 Uszer Type Elapsed time: 00:00:02

I Maibox Settings Surarnary: 1 item(z). 1 succeaded, O failed.
7 New Mailbox 4 Bxample, Bill @ ®
_ el Exchange Management Shell command completed:

Enable-tailbow -l dentity 'dshe.wa lcl/SEC/Enterprize Metwaork,
Services/EMbs zers/Example, Bill' -Alias ‘BillE*

Elapzed Time: 00:00:02

To copy the contents of this page, press CTRL+C.
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EMS method:

1. Open EMS
2. Type the following command:

Note: To limit the focus to DSHS.WA.LCL, use the following command Set-
ADServerSettings —RecipientViewRoot “dshs.wa.lcl”

Enable-Mailbox -Identity "dshs.wa.lcl/SEC/users/Example, Bill* -Alias "BillE"

3 Machine: WAXMUOLYCASIZ WA wa. ] =B [

in another Active Directory site.

WARNING: Ho Exchange servers are available in the Active Directory =i DEHSPta6B48. Connecting to an Exchange server
in another Active Directory site.

UARNING: Ho Exchange servers are availabhle in the Active Directory =i DEHSPtt6B57. Connecting to an Exchange server
in another Active Directory site.

WARNING: Mo Exchange servers are available in the Active Directory =i DEHSShe6B21. Connecting to an Exchange server
in another Active Directory site.

MWARNING: Mo Exchange servers are available in the Active Directory si DSHSVan6B32. Connecting to an Exchange server
in another Active Directory site.

WARNING: Mo Exchange servers are available in the Active Directory si 55U001yBAB1 . Connecting to an Exchange server in
another Active Directory site.

WARNING: Mo Exchange servers are available in the Active Directory si DEHSEnt4B58. Connecting to an Exchange server
in another Active Directory site.

UERBOSE: Connecting to URHHHOLYCRSBZ WAR .wa.lcl

UERBOSE: Connected to WAXMEOLYCASA2 WAX . wa.lcl.

[PE] C:sUWindowsssysten32set—adserversettings —recipientviewroot "dshs.wa.lcl"

[PE] C:\UWindows“systen32renable—mailbox —identity "dshs.wa.lcl/sec/enterprise network services/emasuserssexample. bill"
—alias "hille"

ServerNane Prohibi

Example, Bill i waxmxo lynh@l @ unlimited

[PS] C:sUindows“systen32>
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Delete an Exchange 2010 Mailbox

Exchange 2010 mailboxes can be deleted by using the Exchange 2010 Management Console (EMC) or
with Exchange Management Shell (EMS).

EMC method:
1. Openthe EMC

2. From the console tree, click Recipient Configuration

3. Click Mailbox. A list of mailboxes will be displayed. Select the mailbox that needs to be deleted

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results

e =
Ele  Action Muw Help
«=| 2@ BE
e A i
u,-_ ~anfarats |[Last ame = Egqua «| Bampte b
4 B, Recipient Confiquestion e Ak Expretsion T Remuove Fiter i By Filtar & Moty the Macimum Manbar
Maillen o e
#, Distributicn feoup Display Name Alia Ceganizational Linit L P
o ul o o mmpte BaE  dhwwseUcitme ort
8 Dictoneciac Myl EhTanmple, Jine Janei dihiwa Je/SEC/Ente :
il Minve Reguent 9
& Toolben
4. From the actions pane, click Disable
[
File Action Yiew Help
«=| 2@ BE
(& Microscft Bctunge | & mabox - entice Forest T [hevoms
a [E} Microsolt Exchange On-Premises [wazmaohy [ - . =
Wl Organization Configuestion || Lozt Name = || Eqnts x| Exsmple > o S
4 & Recpient Comfiquraticn s Autd Epresein o Repmene Filtes e Agghy Filter & Modtythe Mpimum Number ..
24 Madbox _ i I |G Fnde
B4, Distribudion Group Darplay Marn, Al Dugunczatianal Unst Hecapi ah MewMaiibex..,
P MallContact. - STl Exaig = b mea MUSEC Ermrpr . Uyt hat
gmﬁ:"""m hEamgple, Jane JaneE dihiwakel/EC/rterpn. User K | “:" s b
4 Tosibox B A
B Hee
Bil Eample =
) Disable
7 Hemnowe

b Mew Local Move Request...

<3 New Remate Move Request...
Ty Manage Full Acerss Prmmssion...
3 Send Ml

Properties

ein
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5. Click Yes to acknowledge the deletion warning

Disable 3

| ! i Disabling the mailbox will remove the Exchange properties from the “indows uzer object and mark the
mailbox in the database for remowal. Are pou sure you want to disable 'Example, Bill?

Yos | [ Mo

EMS method:
1. Open EMS

2. Type the following command:

NOTE: This EMS command disconnects the Exchange Mailbox from the AD user object
and the AD user object isn't deleted. The mailbox will exist in the Exchange database for
XX days, which is based on the mailbox retention policy.
Disable-Mailbox -ldentity DSHS\BIIIE

3. When prompted to confirm action, press Enter to perform the
action.

23 Machine: WAXMXOLYCASIZ WA e ] =B [

Exchange 2018 uses management role groups and management role assignment policies to manage permissions.

Role groups enable you to grant permissions to groups of administrators and specialist end users. These are people who m
lanage your organization or perform special tasks. like mailbox searches for compliance reasons.

Role assignment policies enable you to grant permissions to your end users. These permissions include whether users can
manage their own distribution groups, edit their own profile information. access voice mail. and more.

WARMING: No Exchange servers are available in the Active Directory site DSHS01y6B3B. Connecting to an Exchange server
in another Active Directory site.

UARNING: Ho Exchange servers are availabhle in the Active Directory site DSHSCen6B44_. Connecting to an Exchange server
in another Active Directory site.

UERBOSE: Connecting to WAXMHOLYCASEZ WA .wa.lcl

UERBOSE: Connected to WAXMXOLYCASH2 .WAX.wa.lcl.

[PE]1 C:sWindowsssysten32>Set—ADServerSettings —RecipientUiewRoot “dshs.wa.lcl"
[PE] C:sUWindowsssystem32>dizable-mailbox —identity DSEHSN\BillE

Conf irm

Are you sure you want to perform thisz action?

Dizabling mailbox "DEHS“BillE" will renove the Exchange properties from the Active Directory user ohject and mark the
mailbox in the database for removal. If the mailbox has an archive or remote archive, the archive will also be marked
for removal. In the case of remote archives. this action is permanent. You can’t reconnect this user to the remote
archive again.

[¥Y]1 Yes [A] Yes to A1l [N]1 Mo [L]1 Mo to A1l [?]1 Help <default is "¥'>: y

[PE] C:\UWindows\systen3Z>

[PS] C:sUindows“systen32>
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Delete Exchange 2010 Mailbox and Active Directory User Object

Exchange 2010 mailboxes and Active Directory user objects can be deleted by using the Exchange 2010
Management Console (EMC) or with Exchange Management Shell (EMS).
EMC method:

1. Openthe EMC
2.

3.

From the console tree, click Recipient Configuration

Click Mailbox. A list of mailboxes will be displayed. Select the mailbox that needs to be deleted

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

| Exchange Management Console

FoeEs

24

[Last tame ~|[Equals +| Bample x
=k Add Expression 17 Remowe Filter = Apply Filter | ©
Display Name Alias Organizational Uit Recipi
Bl Exarmple EillE dshsawa.lclfSEC/Enterpri.. Userh
A Example, Jane JaneE dshswa.lcl/SEC/Enterprin,  Userh

Actions
Mailbox -
2 Modify the Maximum Number ...
&% Find..
&2 New Mailbor...
i ExportList.

View »
|d Refresh
H Hep
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4. From the actions pane, click Remove

Exchange Management Console
File Action View Help

«s | sEEBE

Microsoft Exchange
4[5 Microsoft Exchange On-Premises
» |2 Organization Configuration
4 &, Recipient Configuration
&4 Mailbox
#2, Distribution Group.
(5] Meil Contact
5 Disconnected Mailbox
B3 Move Request
& Toolbox

* Mailbox - Entire Forest

‘ [Lest Name

- [Equals

+| Exarnple

ol Add Expression P Remove Filker

=5 Agply Filter

=] o =]

Actions
% | Meilbox -
2 Modify the Maximum Number ..

G Find

Display Name Alias

" ill Example
@ Example, Jane JaneE

Organizational Unit

dshs .y el /SEC,

ds I7SEC/Enterpri..

fEnterpri

Recibi | -5 New Mailbox..
User

S EportList..
Usep |5 FPOEH

View »
1G] Refresh
H Help
Bill Example ~
(& Disable
X Remove
53 New Local Move Request...
&3 New Remote Move Request...
9 Manage Full Access Permission...
17 Send Mail
Properties
[ Hep

i

Removing the mailbos will remove the \Windows user object and mark the maibox in the database for
remaval. Are you sure you want to remove 'Bill Example'?

EMS method:
1. Open EMS

2. Type the following command:

NOTE: This EMS command deletes the Exchange Mailbox and AD user object. Although
the user object is immediately deleted, the mailbox will exist in the Exchange database for
21 days, which is based on the mailbox retention policy.

Remove-Mailbox —Identity DSHS\BIIIE
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3. When prompted to confirm action, press Enter to perform the action.

3 Machine: WAKMXOLYCASIZ MM e, el

Show full output for a command: <{command? ! Format-List

Tip of the day #9:

Want to look at Help for a cmdlet but don’t want to read through pages and pages of text in the
the Online switch with the Get—Help cmdlet. The Online switch tells the Shell to open the online
Help topic in your default browser. Type:

Get-Help <cmdlet> —Online

MARNMING: No Exchange servers are available in the Active Directory site DEHSO01ly6B838. Connecting
in another Active Directory site.

WARNING: Ho Exchange servers are available in the Active Directory site DSEHSCen6B44. Connecting
in another Active Directory site.

UERBOSE: Connecting to WAXMHOLYCASEZ WA .wa.lcl

UERBOSE: Connected to WAXMXOLYCASH2 .WAX.wa.lcl.

[FS1 Windowsssystenl2set—adserversettings —RecipientUiewRoot "“dshs.wa.lcl"

[PE] C:sUWindowsssysten32>remove—mailbox —identity "DSEHSN\BillE"

Conf irm

Are you sure you want to perform thisz action?

Removing mailbox "“DSHS“\BillE" will remove the fActive Directory user obhject and mark the mailbox
present? in the database for removal.

[¥Y]l Yes [A] Yes to A1l [N]1 Mo [L] Mo to A1l [?]1 Help <default is ™

[PS]1 C:sUindows\systen32>

Shell window? Just use t
version of the cmdlet’s

to an Exchange server

to an Exchange server

and the archive (if
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Configure Delivery Settings

Delivery options such as message delivery restrictions and delivery options can be configured by using
the Exchange 2010 Management Console (EMC) or with the Exchange Management Shell (EMS).
Options such as message size restrictions can only be configured by the E-mail Shared Services
provider.

Delivery restrictions

In some instances, a mailbox or distribution list should only accept mail from specific senders.
EMC Method:
1. Open EMC

2. From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the
desired results.

=i Excliange Mmnagement Conssle [E=S AR
Ble fcton Yew Help
e+ >0 E@

] Mitserlt Faehange KX

Actions
Recipeent Conliguatian -
o] Maddy Recipient Scope.
Reeipl

L Moy the Masimum Number
&5 Find.,

ak Mew Mailbar..

% g

Dusplary Name Aling dirganizatinn Unik

T2 Mew Mail Contact..,
L Mew Mail U
2, Mew D
#. Mew Dynamic Distribartion Grou

o4 Exgort Lut
View 3
4 Refresh

B Hep

Refresh: Tn peogress..
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3. Alist of mailboxes will be displayed. Select the mailbox that needs to be modified.
actions pane, click Properties

&
Bl feton View Help
«=| 2@ 8E
] Microsett Bxchange | - Redpient Configuration = Entire Forest 2 objects
4 [ Micrasaft Bxchange Om-Preemise
b 14 Organization Configuestion ||[Las Name | |Equals x| el x
iﬁnipiemcmwﬂiv" ol add Pepression T Remove Filter o Apply Filter
Toalbaz
Display Nasme Mies Orgarnzsbonsl Unit Heciprent 1ypr|7==
Jane dahs nterpn.
4 Esammple, Sally Salhy dihsown lel/SEC/Entempri. Mail Contact
A i | K 0 ] '

|t contgunton &

O Meansdy Recipient Scope_
R Moy the Maimum Nusber
2 Findu,
ol New Mailbaoe..
& Mew Wil Contact.,
A eas MailUser.
B, New Distribution Group..
B Mew Dynarme: Dutnibutson Grou..
G Eportlist..
Virw 3
|6 Refresh

H Hep

Disable

Remuove

Mew Local Move Reguest...

New Rernote Move Request.,
Manage Send A Permmission...
Panage Full fecess Permisssun..
Send Mail

Praperties

CETEEEE R

Help

4. Click the Mail Flow Settings tab and double-click Message Delivery Restrictions

Example, Jane Properties E

| General I User Information I Address and Phone I Organization I Account
| Member OF | E-Mail Addresses I Mailbox Settings
Mail Flow Settings | Mailbox Features I Calendar Settings

aEroperties...

(9= Delivery Options
E’II Meszage Size Restrictions
=& Message Delivery Restrictions

Description

Mo item selected.

B l QK I [ Cancel ] | Apply | [ Help

From the
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5. Add a user account or distribution list to accept message from specific e-mail addresses

Message Delivery Restrictions @

Accept meszages from

All zenders

@ Only zenders in the follwing lizt:

e add. %

2 dshs wa lol/SE C/E nterprise: Metwark Services/EMA /A sers/Evample, Bill
ﬁ:!, dshz wa lcl/SEC/EREC 1T /Groups/Distibution Lists/DSHS DL 1550 Excl

4 n L3

Reguire that all senders are authenticated
Reject meszages from

@ Mozenders

Senders in the following list:

Add..

| ok, | | Cancel

EMS method:
1. Open EMS

2. Type the following command:

Note: To limit the focus to DSHS.WA.LCL, use the following command Set-ADServerSettings —
RecipientViewRoot “dshs.wa.lcl”

Set-Mailbox —Identity “Example, Jane” —AcceptMessagesOnlyFrom “Example, Bill” —
AcceptMessagesOnlyFromDLMembers “DSHS DL ISSD Exchange E-mail Administrators”

3 Machine: WAXMXOLYCASI2 WA . c] o[- E | [

in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHELcybB1?. Connecting to an Exchange server
in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHE01y6A31. Connecting to an Exchange server
in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHE01y6184. Connecting to an Exchange server
in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHEPtabB48. Connecting to an Exchange server
in another Active Directory site.

UARNING: Ho Exchange seruvers are available in the fActive Directory DEHSPtt6B57. Connecting to an Exchange server
in another Active Directory site.

UARNING: Mo Exchange servers are available in the fActive Directory DEHEEhe6B21. Connecting to an Exchange server
in another Active Directory site.

WARNING: Mo Exchange servers are available in the fictive Directory DEHSVan6B32. Connecting to an Exchange server
in another Active Directory site.

WARNING: Mo Exchange s ers are available in the Active Directory 33U01yAAAL. Connecting to an Exchange server in
another Active Direct site.

LARMING: No Exchange servers are available in the Active Directory DEHSEnt4B58. Connecting to an Exchange server
in another Active Directory site.

UERBOSE: Connecting to WARMAOLYCASHZ WAK.wa.lcl

UERBOSE: Connected to WAXMKOLYCASA2 .WAN.wa.lcl.

[PE] C:vUWindowsssystem32>8et—ADServerSettings —RecipientUiewRoot “dshs.wa.lcl"

[PE]1 C:~Windows~system32>Set—Mailbox —Identity "Example, Jan —AcceptMessagesOnlyFrom “Example. Bill" —AcceptMessagesOn
lyFromDLMembers "DEHS DL ISS8D Exchange E-mail Administrators'

[PS] C:sUHindows“system32)

Note:-AcceptMessagesOnlyFrom is used when you want to explicitly add a single user and —
AcceptMessagesOnlyFromDLMembers is used when adding a distribution list.
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3. Changes can be verified through the EMC

Delivery options

In some instances, a mailbox or distribution list require other user objects to send on their behalf or all

messages that are sent to a mailbox need to be automatically forwarded to another mailbox.

EMC Method:
1. Open EMC

2.

From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the
desired results.

Eile Action Yoew Help
«s| 2[[@ D

| Microscht Exchange

-5

L, Feopient Configuration
i Toolbox

[
L Organization Canfiguration

"I Create Fier

Dispiry Nome

Reliesh: I progress

% Zoop Loading
Al Organizational Unit Recipi
W '

=

Actioes
T Medily Recipient Seope...
B Modity the Manmism Number .
el Find..,
ak NewMulbor..,
2 Mew Mail Contact_
B Mew Mgl User.
B4, New Ditribution Group...
#. New Dynamue Dutrbution Grou...
4 Expod Lnt
Niew »
0 Bedresh
Help

actions pane, click Properties

A list of mailboxes will be displayed. Select the mailbox that needs to be modified.

(o

2 Bxchanige Managemeaint Cansole
File fction View Ll
[ Microsnft Fechanae

4 [ Micrasaft Fuchange On-Prernise
% Ack c =

we| 2@ EE

» | Equals

- Reclplent Configuration - Entire Forest
| Lest Hame

R, Recipient Coniguration
8 Toolbox

s Addd Expression o Repave Filber

= Apphy Filter

v: emple b

= e ==

Acliom
Recipient Configurstion. =
Madity Recipent Stope..

L Moadify the Maarmum Numbes .,

Display Hame
M g, Jane
4 Bamgle, Sally

Adigs

SallyE

Orgenizational Uit

b owa JlSEC Enkerpr,
dshiwalcl/SEC/Enkerpri...

Uier Mailbas
Mail Contact

Recipient Type De | 81 Fing..

L3 New Mailbor.
5 New Mail Cartlact,

b

HNeew Mail User..
Mew Distribution Group...
Mew Dymamic Distribarting Gene...

4 Emort List,

Virwr ¥

o Relresh

Help

UL ..
€5 Dirable

7 Remove

5F MewLoral Move Request..,

L Mew Remote Move Request

& Manage Send A Permision...

g Manage Full ficess Permission.

A Send Ml
Prapedies

H Hep

4. Click the Mail Flow Settings tab and double-click Delivery Options

From the
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Example, Jane Properties

==l

| General User Information I Address and Phone I Organization I Account
| Member OF | E-Mail Addresses I Mailbox Settings
Mail Flow Settings | Mailbox Features I Calendar 5ettings

Eroperties...

E =y Options
] I Meszage Size Restrictions
& Message Delivery Restictions

Description

Delivery options control delegated permissions and forwarding.

5] [ (] 8 ][ Cancel ]

If granting send on behalf permissions, add the appropriate user object. If the messages sent to

this mailbox need to be forwarded to another e-mail address, check Forward to and select the

address to configure the setting.

Delivery Options

Send on behalf

Grant thiz permizsion to:

o Add.. X

X5

11_3 dzhz.wa lcl/SEC/Enterprize Metwark Services/EMA/Uzers/Example, Bill

Fonwarding address
Forward to;
BillE i2hwa, gome

Recipients limits

= |

£

Browse. ..

[] Deliver message ta both forwarding address and mailbox

Ok ] ’ Cancel

Shared Services Email Project

64



EMS method:
1. Open EMS

2. Type the following command:

Note: To limit the focus to DSHS.WA.LCL, use the following command Set-ADServerSettings —
RecipientViewRoot “dshs.wa.lcl”

Set-Mailbox —Identity “Example, Jane” -GrantSendOnBehalfTo “Example, Bill" -ForwardingAddress
BiIIE@Wa.gov

23 Machine: WAXMXOLYCASIZ WA e ] =B [

Get general help: Help

iGet help for a cmdlet: Help <{cmdlet name> or <cmdlet namel> -7
Show guick reference guide: QuickRef

Exchange team blog: Get—ExBlog

Show full output for a command: <command?> | Format-List

Tip of the day #979:
llze this command to find all mailbox move requests for mailboxes on the active mailbox database copies that are hosted o

n the specified mailbox server. This command returns the display name, status of the move regquest. and the database to u
thich the mailbox is being moved.

5 (Get—MailboxDatabaseCopyStatus —Server MBRB1L ! ?{ 5__status —eqg "Mounted" >> ! x{ Get-MoveRequest —TargetDatabase 5_.Da|
itabaseName

WARNING: Mo Exchange servers are available in the Active Directory site DSHSO01y6B3B. Connecting to an Exchange server
in another Active Directory site.

HARNING: No Exchange servers are available in the Active Directory site DSHSCenbB44. Connecting to an Exchange server
in another Active Directory site.

UERBOSE: Connecting to WARMEOLYCASHZ .WAK.wa.lcl

Jindowsssysten32>Set—ADServerSettings —RecipientUiewRoot “dshs.wa.lcl"
[PS] C:nUWindowsssystem32>Set—Mailbox —Identity “Example, Jane'" —GrantSendOnBehalfTo "Example, Bill" -ForwardingAddress |
BillERwa.gou"
[PS] C:sUindows“systen32>
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Edit/Create New SMTP Email Address

SMTP email addresses for Exchange 2010 mailboxes can be created by using the Exchange 2010

Management Console (EMC) or with Exchange Management Shell (EMS).
EMC method:

1.

2.

Open EMC

From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

1| Exchange Management Console
Eile  Action Miew Help
«=% | +*EEE

(1] Mucruselt Eachange

o [55 Mecrosoft Exchange On-Premises (wanmoshy
L Ovgaruzstien Confaguintn

R, Recipient Configuration
i Toalbes

Refieshy: In progress...

[E=SEon =)

T | Actions,

“* Stop Lowding | Pesiptent Configuration

Alias Organizationl Unit

e
P& Moy the Masmum Number .

T Moddy Recipient Scope..

g Fed

o Mew Maibes

o Hew Mad Contact...
L Mew Mal User.,

B2, Mew Distsibutaon Group.—

4 Eport List..
View

A Refresh

Help

B, New Dynamic Distribution Groa...
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A list of mailboxes will be displayed. Select the mailbox that needs to be modified. From the

actions pane, click Properties

File Action View Help

ol Al

Exchange Management Console

Microsoft Exchange

= Mail Contact

Q Move Request
i Toolbox

4 E Microsoft Exchange On-Premises (waxmxoly

3 Disconnected Mailbox

= Recipient Configuration - Entire Forest

o ie ]

Actions

3 KN m

I» lsts Organization Configuration [LastNamE v”Equa\s - | example x
4 33 Beciniegianquation !:bAdd Expression Tf Rermnowe Filker @App\y Filter
5 Mailbox
L =
£2, Distribution Group Display Name Alias Organizational Unit Reci

@4 Examnple, lane JaneE dshsuvalcl/SEC/Enterpri., - User|

Recipient Configuration -
Modify Recipient Scope...

Modify the Maximum Number ...
Find...

New Mailbox...

New Mail Contact...

New Mail User...

MNew Distribution Group...

MNew Dynamic Distribution Grou...
Export List...

View 4

b o8 o8 oo @ B £ e

& Refresh

H Hep

Example, Bill -
(@ Disable

7 Remove

&3 Mew Local Move Request...

&2 New Remote Move Request...
Manage Full Access Permission...
Send Mail

Properties

BE@LF

Help

Click the E-mail Addresses tab

Example, Bill Properties

==l

General I User Information I Address and Phone I Organization I Account

Mail Flow Settings

Member Of |

E-mail addresses:

Each e-mail address type has one default reply address. The default reply
address iz displayed in bold. Ta change the default reply address, select an entry
in the list, and then click 'Set as Reply'.

|E|/ Edit... |4 Setas Reply 2

| Mailbox Features I Calendar Settings
E-Mail Addresses | Mailbox Settings

Address
SMTP

BillE &@hubl.wa.goy
BillE@wa.goy

X400

C=US5:A= P=WA GOVY:0=-WAGOV:5=Example:G=Bill:

Automatically update e-mail addresses bazed on e-mail address policy

= (

QK ] [ Cancel Apply
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Click Edit or Add. In the E-mail address field, modify or type the new SMTP address.

SMTP Address

E-mail address:

X3

bill. exampledEidshs. wa. goy

E-mail type:
SMTP

oK

|| Cancel |

NOTE: In Exchange 2010, Set as Primary has been replaced with Set as Reply. Any SMTP
address can be set to the Set as Reply address. In some cases, the
firstname.lastname@dshs.wa.gov or another e-mail address may need to be set as the reply

address.

EMS method:

1.

2.

Open EMS

Type the following command:

Set-Mailbox —EmailAddresses 'SMTP:WilliamE@wa.gov','smtp:WiliamE@dshs.wa.gov' -Identity

'dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users/Example, Bill'

When running the command, the current primary SMTP address must remain in the list. All other
addresses will be deleted. The X400 address doesn’t need to be in the list and will not be

deleted.

£ Machine: WAXMXOLYCASIZ MK wa ol

in another Active Directory
WARNING: Ho Exchange server
in another Active Directory
WARNING: Ho Exchange seruver
in another Active Directory

MARMING: No Exchange serv
another Active Directory
HARMING: No Exchange server
in another Active Director

1 C:s\Hindows end2>

“available i
"available i
"available i
“available i
“available i
“available i
“available i
“available i

availahle i

to WAXMXOLYCASHZ .WAX.wa.lcl.

en32>8et—ADServerSettin

end2>8et—Mailbox —Email
[Pélcl/SEC e Metwork Services/EMA-/Us

Active
Active
Active
Active
Active
Active
Active
Active

Active

Directory site
Directory site
Directory site
Directory site
Directory site
Directory site
Directory site
Directory site

Directory site

DSHSLcy6B19 .
DSHS01y6@31 .
DEHSO01yh1B4.
DSHSPtabB48 .
DSHSPtt6B57.
DSHSSheoB21.
DSHSVan6@32.

$8U01yB0a1 .

DSHSKEnt4858.

ipientUiewRoot “dshs.wa.lcl"
s 'SMIP:WilliamE@uwa.gov’ . ’smtp:WilliamE@dshs.wa.gov’ —Ident

anple .

Bill’

Connecting
Connecting
Connecting
Connecting
Connecting
Connecting

Connecting to

an

an

an

an

an

an

an

Exchange
Exchange
Exchange
Exchange
Exchange
Exchange

Exchange

oo e |

server
SEPUBP
server
SEFVEr
server
server

server

Connecting to an Exchange server in

Connecting to an Exchange server

ity ‘dshs.
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mailto:firstname.lastname@dshs.wa.gov�

Configure Exchange 2010 Mailbox Features

Several Exchange features can be configured from the Exchange Management Console (EMC) or with

Exchange Management Shell (EMS). By default Unified Messaging and Archive are disabled by policy.

Generally the only feature that needs to be configured is Outlook Web App.
EMC method:
1. Open EMC

2. From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

. Fathange Management Consele == R
ble  fAction

Exchange On-Premises (waxmusly
L& Orgaruzabion Coriguration

2, Rrcipient Confiquration

i Toolbox

Modlify Recipient Scope..
& Mudily the Masmum Numiber ...

& Find

e Maillaos._.

Display Marne Hlins Qrganizational Unit Recipi

=1
£ HNew Mail Contact...

Refresh: In progress...
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3. Alist of mailboxes will be displayed. Select the mailbox that needs to be modified. From the
actions pane, click Properties

2/ Bxchange Management Console [E=8 Hom =)
File Action View Help
R ] il ]
[ Microsoft Exchange Re o atio e Fore Actions
4 [E3 Microsoft Exchange On-Premises . e - -
I i Organization Configuration [Last Hame - [Equals x| example -
4 &, Recipient Configuration e &dd Expression P Remave Filter = Apply Filter 2 Modify Recipient Scope..
#3 Mailbox 2, Modify the Maximum Number ...
4, Distribution Group Alias Organizational Unit Recil | & Find..
5] Mail Contact i 0
: = | 5 New Mailbox
3 Disconnected Mailbox JaneE dshsawa.lcl/SEC/Enterpri... User Q
£ Move Request 3 Mew Mail Contact...
8 Toalbox 2 New Mail User...
22 Mew Distribution Group...
#2 New Dynamic Distribution Grou...
|= Export List..
View »
6] Refresh
H Help
Example, Bill -
(@ Disable
7 Remove
53 New Local Move Request...
&5 MewRemote Move Request...
5 Manage Full Access Permission...
[ Send Mail
Properties
H Help
a it v i '

4. Click the Mailbox Features tab. Highlight the appropriate Exchange feature, then click Enable
or Disable.

Example, Bill Properties

Member Of I E-tail Addrezzes I Mailbox Settings
General | User Information | Address and Phone I Organization I Account
il Flow Settings | Mailbox Features | Calendar 5 ettings

Properties.., |0 Enable Disable

Feature Status

[57] Outlook web App Enabled
Exchange ActiveSunc Enabled
L'[:] Unified Mezzaging Dizabled
li~ MAP Enabled
AEpOP3 Enabled
] IMePs Enabled
[l archive Disabled

Description

Mo item selected.

ok ) [ Conoel J[ aor
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EMS method:
1. Open EMS

2. Type the following commands to:

Note: To limit the focus to DSHS.WA.LCL, use the following command Set-
ADServerSettings —RecipientViewRoot “dshs.wa.lcl”

Disable OWA: Set-CasMailbox -OWAEnabled $false -ldentity 'dshs.wa.lcl/SEC/Enterprise
Network Services/[EMA/Users/Example, Bill'

Enable OWA: Set-CasMailbox -OWAEnabled $true -Identity 'dshs.wa.lcl/SEC/Enterprise
Network Services/[EMA/Users/Example, Bill'

Disable POP3: Set-CasMailbox -PopEnabled $false -PopEnabled $true -ldentity
‘dshs.wa.Icl/SEC/Enterprise Network Services/[EMA/Users/Example, Bill'

Enable POP3: Set-CasMailbox -PopEnabled $true -PopEnabled $true -ldentity
‘dshs.wa.Icl/SEC/Enterprise Network Services/EMA/Users/Example, Bill'
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Hide Exchange 2010 Mailbox from the Global Address List

Mailboxes can be hidden from the Global Address List by using the Exchange 2010 Management
Console (EMC) or with Exchange Management Shell (EMS). In order to send a message to hidden

mailboxes, the sender must know the email address.

EMC method:
1. Open EMC

2. From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

1| Exrhange Management Censale.

Refresh: In progress...

Orqanizational Unit

Reripl

T Modify Recipient Scope.

B Find,
L& New Mbilbox..

3 Mew Mail Contact...

B Mew Mai User

4, NewDi

b Export List...
View
G Refresh

B Hew

L Modify the Maximurn Humber ..

B New Dynamic Distibution Gou
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actions pane, click Properties

3. Alist of mailboxes will be displayed. Select the mailbox that needs to be modified. From the

. Exchange Management Console
File Action View Help

e« 2EEE

[F=lfe ]

Disconnected Mailbox
£4 Move Request
& Toolbox

2 Microsoft Exchange B
4 [ Microsoft Bxchange On-Premises
> 0 P [Last Mame - |[Equals v | eample x
4 &, Recipient Configuration ol Add Expression # Remove Filter = Apply Filter
23 Mailbox
£2, Distribution Group Display Hame Aliss rganizstional Unit Reci
5] Mail Contact

- Example, Bill

BaExample, Jane JaneE dshswa.lcl/SEC/Enterpr..  User

E®LF R

Actions
Recipient Configuration

Modify Recipient Scope..

Find...

New Mailbox...
New Mail Contact...
New Mail User...

New Distribution Group...

GV g 8 o= @ B & o= 1

Export List...
View

G Refresh
Help

Example, Bill

() Disable

Remove
New Local Move Request...

New Remote Move Request...

Send Mail
Properties

Help

Meodify the Maximum Number ...

New Dynamic Distribution Grou...

Manage Full Access Permission..

Example, Bill Properties

=]

Member Of I E-tail Addrezzes I Mailbox Settings
I ail Flow Settings I ailbox Features | Calendar Settings
General | Uszer Infarmation I Address and Phane | Organization I Accaunt

=3

!?? Example, Bil

Organizational unit:
Last logged an by:
Tatal items:

Size [KB):

Mailbox databaze:
Archive databaze:

M odified:

Aliag:
BilE

[7] Hide from Exchange address lists

Wiew and madify custom attibutes:

dshz wa lcl/SEC/Enterprize Network. Services/Ea U sers

DEOON

|
Monday, May 09, 2011 3:42:50 A

LCustomn Attributes. ..

ak ] [ Cancel
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EMS method:
1. Open EMS

2. Type the following command:

Note: To limit the focus to DSHS.WA.LCL, use the following command Set-ADServerSettings —
RecipientViewRoot “dshs.wa.lcl”

Set-Mailbox -Alias 'BillE' -HiddenFromAddressListsEnabled $true -ldentity
'dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users/Example, Bill'
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Edit Display Name

The display name is the name that is shown in the Global Address List. This attribute can be changed in
the Exchange Management Console (EMC) or with Exchange Management Shell (EMS).

EMC method:
1. Open EMC

2. From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

Ele  feton  Yew  Help

8 Toolbox

il m " "

«=%| 2@ EE
N LRcsisch Rhiniie L Redplent Configuration - Entire Forest
4 B Micresoty gt On-Prem o |
1 ali Drgenization Configuestion ¥ Create Filter
2, Recipeent Canfiguration P

Alins

<" Dep Loading

]
Qrganaational Lins: Rezipt

Fefresh: in progeess..

T Medify Becipient Scope...
L Modify the Maximum Numbses ...
& Fnd_
&l Mew Mailber...
9 Hew Mail Contact..
L New Mail Lser_
B, New Distribnation Growp.
3 Fwport List.
View L]
G Reheh
H Hep

3. Alist of mailboxes will be displayed. Select the mailbox that needs to be modified.

actions pane, click Properties

«o| 7@ EE

2] Micrasaft Exchange
o B Microsolt e Un-P [}

~ Recipient Configuration - Entire Forest

+ 2 Organization Confrgutation

4 L Recipient Configuration
25 Mailbox
#, Distribution Group
2 Mail Contact
5 Disconnected Mailbox
nd Mave Request

& Tooltion

!
[ Last arne
e Add Exgression F Remove Filter

Eample, fane

= || Equals

Az

lanek

= | wamale Pl

= Apply Filter

Cinganezational Uinit Beci

dshiw arpri. Use
dehswalel/ EC/ERerpe..  Lser

5 ion.

2 Modd#y Recipient Scope.
L Moddy the Maimum Nurber
@ Find,

L4 Mew Mailbow_

L2l New Mail Contact

Hlew Mail Uses,.,

Mew Distribubion Group..

Hew Dynamic Distributian Grou_
Export List

View ’

[P

7 Remoe

3 Mew Local Move Request

o} New Remnote Move Raquess...
Ty Manage Full Access Permissian._
2 Send Mail

Praperties

H Help

From the
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4. From the User Information tab, modify the Name field

Example, Bill Properties @
Member OF I E-Mail Addresses I Mailbox Settings
tail Flow Settings | Mailbox Features | Calendar Settings
General | User Infarmation | Addresz and Phone | Organization I Account
First name: Initials:
El
Last name:
Example
Marne:
Example, Bill

Simple dizplay name:

Web page:
Mates:
Ok, ] [ Cancel ] ’ Apply ] ’ Help
EMS method:
1. Open EMS

2. Type the following command:

Set-User -Name 'Rights, Bill' -Identity 'dshs.wa.lcl/SEC/Users/Example, Bill'
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Edit Email Alias

The Exchange email alias can be used when addressing messages in place of the recipient’s name. This

attribute can be changed in the Exchange Management Console (EMC) or with Exchange Management

Shell (EMS).
EMC method:

1.
2.

Open EMC

From the console tree, click Recipient Configuration

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the
desired results.

Eloes

(- Fvchange Management Consale
Ble fution  Yiew Help
«o =@ HE
[ Miciosolt Exchange | Actions
I Mosman Betarg O s Dol i  SopLoang | Rcpem Confguraion
:_;"‘:Ii“,'"x Carifiguratian -Dlsp'lr;Nam:- Orgarseational Unit N.!(.lp.: 'e" :::p:::::::;m«_
&l Find.,
i New Mailbon..
3 New Mail Contact.n
A mew Mail User_
B, New Distribution Group..
B Mew Dynarmec Drtnbutsan Grou-.
S Bportlist.
View
i Relresh
B Hep
Refresh: In peogress.
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3. Alist of mailboxes will be displayed. Select the mailbox that needs to be modified. From the
actions pane, click Properties

L Pchane Management Consle Fo e s
File Action  View  Help
e% 2@ EE
(2] Microsoft Exchange [ Actinns
4 & Recipient Configuration effs dudd Fxpression ' Reminw Filter b Ay Filter B Moty Racipuent Seope...
dh Mailbux & Madify the Marimum Humber ..
¥, Distbution Group Driplay Name A Crganizational Uret Rect| | & Find..
= Mail Cantact P Coaripls, Bl : |
I Diecontactes Hinlha Iy —— IanrE dthsan cl/SEC Erterpr.. U] | o | MRS
B Move Request 2 MewMai Contact...
i Toolox 4, New Mail User...
B, New Distribution Graup...
B Mew Dynamie Drtisbition Geea...
4 Bpurt Lt
View »
/A Redresh
H Help
|| Eample g -
u. Orabie
¥ Remove
o3 MewLacal Move Request...
S New Remote Mave Request..
T3 Manege Full Access Permission...
T Send Mail
Buoparies
Help
0 = | - '

4. From the General Tab, modify the Alias field.

Example, Bill Properties

Member Of I E-tail Addrezzes I Mailbox Settings
I ail Flow Settings I ailbox Features | Calendar Settings
General | Uszer Infarmation I Address and Phane | Organization I Accaunt

3]
y Example, Bil

Organizational unit:  dshz.wa lcl/SEC/Enterprize Metwork. Services/EbbA U sers

Last logged an by:

Tatal items:

Size (KB

Mailbox databaze:  DBOOTT
Archive database: |

M odified: Monday, Map 09, 2017 9:42:50 AM

Aliaz:
BillE

[7] Hide from Exchange address lists

Wiew and modify custom attibutes: Custom Attributes....

|% i oK. ] [ Cancel Apply

Shared Services Email Project 78



EMS method:
1. Open EMS

2. Type the following command:

Set-Mailbox -Alias 'BillE2' -Identity 'dshs.wa.lcl/SEC/Users/Example, Bill'

Shared Services Email Project 79



Create a Mail Contact

SMTP email addresses for Exchange 2010 mailboxes can be created by using the Exchange 2010
Management Console (EMC) or with Exchange Management Shell (EMS).
EMC method:

1.

2.

Open EMC

From the console tree, under Recipient Configuration click Mail Contact. From the actions pane,
click New Mail Contact.

| Exchange Management Console

File Action View Help

«=|72E A

2] Microsoft Exchange

% Organization Configuration
4 R, Recipient Configuration

@ Mailbox
#2, Distribution Group
5] Mail Contact
& Disconnected Mailbox
£ Move Request

& Toolbox

a [ Microsoft Exchange On-Premises (waxmuoly)

Actions
-, There are mare results available than are currently displayed. Ta view them, incresse | Mail Contact -
the value For the ResultSize parameter, L Modity the Masimarn Numbes
¥ Create Filter <% Find..
Display Name Hlias Organizational Uit R+ || 2l New Mail Contact...
L2, RU Chat RU Chaté milwalcl/Exchange Obj..  h—| | & New Mail User...
04 - Wenstchee Ads... 0088dams dshswnlcl/ESAHOMSt b (|2 b i
L2004+ Wenatchee Baker  004Baker dshswalcVESA/HQ/Stane b
21004 - Wenatchee Colo... Colockum dshsw |cWESE/HO St View 4
0085P-AltDesk dshswalcVESAHQ St b || [G] Refresh
. 053Admin dshawna CVESA/HO St b || Help
153E0M dshs.walcl/ESAHQ St b
033EmplOfa dshswa,lclESA/HQ Stawe b + RU Chat =
. 0536mCal dshsws cVESAMHQ/S. b || (@) Dissble
LDARProwy sl -Departs b (| o g
41156 - District § 1565up... 156CommTest dshswa cVESA/HQ St b
(156 - District § Sugges.. 1565uggestions dshswa. |cWESA/HQ Stan A Send Mail
56 - District § Transla.. D§Translation dshs.wa | c/ESAHO Stas b Properties
L1157 - Provider Line Al SW PRAIStsF dshswa VESHHQ/ S b | [ pielp
L1157 - Provider Line M... 157-Calendar dshs.wra | CHESA/HO/Staus b
57- Provider Line M... PLMgmtDocs dshswa lcWESA/HQ St b
(51157 - Provider Line M., SWPLMedDacs dshs.walcl/ESA/HQ St b
21457 - Provider Line M...  MedDraft dshswa lcVESA/HQ/ St b
57 - ProviderLine M., PL_Med_Inf dshs.walcl/ESAHQ St b
L1157 - ProviderLine M. Med_Ph_SD dshs.wra | CHESA/HO/Staus b
L1157 - Provider Line Mi... PLDrafts dshs.wa lcWESA/HQ/Sta... h
57 - Provider Line Or.. SW_PRunit dshs.wra | CHESA/HO/Staus b
41457 - Provider Line Pr..  157ProviderHelp dshswa lcWESA/HQ St b
L5/157 - Provider Line Pr..  PLNews dshs.walcl/ESAHQ St b
L2157 - Provider Line Pr.. kudes dshs.wa |clESAHO/ Sta b
‘ i :
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3. The New Mail Contact wizard will open. Select New contact.
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The New Mail Contact Information page will display. Browse to the organizational unit that the

user object will reside and populate all the rest of the fields on the page. To add an email

address, click Edit.

NOTE: The name in the Name field should be populated last name, first name. This is how
the name will be displayed in AD and in the Global Address Book.

3 Introduction
[ Contact Information
A Mew Mail Contact

| Completion

New Mail Contact

Contact Information

Enter the account information that is required to create a new mail contact or to mail-enable

an existing mail contact.

Specify the organizational unit rather than using a default one:

dzhz.wa lcl/SEC/Enterprise Netwark Services/EMA U sers

First name:

Sally

| Mame:

Example. Sally

Alias:
SallvE

External e-mail address:

Initialz: Last name:

Example

EM TP zally. examplei@estemal com

A Edit,

< Back ][ Mext » ] [ Cancel

Shared Services Email Project

82



The New Mail Contact page will open. Review the configurations. If changes need to be made,
click the Back button or click New to create the mail contact.

Mew Mail Contact

New Mail Contact
Click Mew to create a mail contact with the following settings.

B Intraduction

[ Contact Information

: Configuration 5§ ;
[ Hew Mail Cortact i e

“
8 Completion Lol Exarmple, Sally #
Organizational unit: dshz.wa. lcl/SEC/Enterprize Metwork Services/EMA/zers
First name: Sally

Last name: Example

Contact name: Example, Sally

Alias: SallyE

E stemnal e-mail address: SMTF:zally. exampled@estemal. com

To copy the contents of this page, press CTRL+C.

[ J (B ] oo ]

The Completion page will display. Upon completion, a status of Completed or Failed will indicate
if the mailbox was successfully created. Click Finish to close the wizard.

r a

New Mail Contact

3 Introduction Eomplelion e i
The wizard completed successfully. Click Finish to cloze this wizard,
[ Contact Information Elapsed time: 00:00:01
P Mew Mail Contact Summary: 1 item(z). 1 succeeded, O failed.
M Completion ol Example, Sally 0 S

Exchange Management 5hell command completed:

Mew-MailContact -ExternalEmailtddress 'SMTP: zally. example@esternal. com' -Marme
‘Example, Sally' -&lias 'S allyE' -Firsthame "Sally’ -Initials * -LastN ame 'Example’
-Organizationallnit ‘dshs.wa lcl/SEC/E nterprise Metwork, Services/E Ma/ U sers'

Elapzed Time: 00:00:01

To copy the contents of thiz page, press CTRL+C.
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EMS method:
1. Open EMS

2. Type the following command:
New-MailContact -ExternalEmailAddress 'SMTP:sally.example @external.com' -Name 'Example,

Sally' -Alias 'SallyE' -FirstName 'Sally’ -Initials " -LastName 'Example' -OrganizationalUnit
'dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users'
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Create Distribution List

Exchange 2010 distribution list (DL) can be created by using the Exchange 2010 Management Console

(EMC) or with Exchange Management Shell (EMS).

Static Distribution List

EMC method:
1. Open EMC

2. From the console tree, under Recipient Configuration click Distribution Group. From the actions
pane, click New Distribution Group.

| Exchange Management Console
File

|

fAction  Wiew Help

4

(] Microsoft Exchange

Microsoft Exchange On-Prermises (waxrn

4| Organization Configuration

4 2, Recipient Canfiguration
3 Mailbox
52, Distribution Group
25 Mail Contact
@5 Discannected Mailbox
&9 Move Request

3 Toolbox

=

¥ Create Filter

Display Narne

2 DIS DL NCC Operations
K405 DL Resource Rooms
$2,D0C DL WaSERY User,
#2,D0C QB-DL TimeCar...
#2,D0C QB-DL TimeCar...
2 DOCIMYTUMLLL Users
% DOR DL Appiew Sup.
£2, DOR DL LS. APP Supp...
£2 DOR DL 15, Security
#2 DOR DL Key Manage.
2, DOR DL TPS Taxpayer ..
2, DSHS ACES Al Staff

2 DSHS ACES Productio...
2 DSHS ACES SFT Supp...
42, DSHS ACES TR Respo..,
52 DSHS ACES Web Feed...
2, DSHS DL ABALMT Al
£2 DSHS DL ABALMT As..,
52, DSHI DL ABALMT C..
2 DSHS DL A2A LMT-S,
2, DSHS dl asa Imt-Uniio...
2, DSHE dl 33 Int-Unia...
2 DSHS dl aaa Imt-Unio.
2, DSHS dl asa Imt-Uniio...
2 DSHS DL AASA RY AR,
2 DSHS DL ADSA AAA D,
3 DSHS DL ADSA AAAF..
»:2 MSHS NI ANSA AFH R

Alins
DISDLNCCOperations
DISDLRooms

DOC DL WaSERV Users .
DOC QB-DL TimeCard U...
DOC QB-DL TimeCard U...
DOCIMXTUMLLL Users
DOR DL &ppiew Suppart
DOR DIST LISTLS, APP S..
DOR DL LS. Security

DOR DL Key Manageme
DGR DL TPS Taxpayer In...
ACES All Staff
Production Contral Tra
dshs aces sft support

TR Response
aceswebfeedback

LMT Al Staff

LMT A5

LMT CM Supervisars
LMT-Shelton

LMT Union &1

LMT Union Lewis

LMT Union Mason

LMT Union Thurston
DSHS DL AASA R4 A8A..
ARA Directors
ApAFiscal Contracts
PSS L ARSA AR ML

Organizational Unit

disawa lclfDistribution Li...
dizowa lclfDistribution Li...

doclwva.lel/DOCT Excha,

doclwva.lcl/DOCT Excha..
docLwva.lcl/DOCL Excha..
doclwwa lcl/DOCL Excha..,

dorawa lcl/DOR Distribut.

dorawa |cl/DOR Distribut...
dorwa lcl/DOR Distribut..,

dorawa lel/DOR Distribut.

dorawa lcl/DOR Distribut..
dshswalcl/ESAHQ/Gro.,
dshswa.lcl/ESA/HY/Gro...
dshswa.|cl/ESAHO/Grow.,
dshswalcl/ESAHQ/Gro.,
dshswa.lcl/ESA/HY/Gro...
dshswa lcl/ADSA/ARAL,,
dshswa lcl/ADSA/AARL.,
dshswvalcl/ADSAARA.
dshswa lcl/ADSA/ARAL.
dshswa lcl/ADSA/ARAL,,
dshsawvalcl/ADSAABMA.
dshswa lcl/ADSA/ARAL.
dshswa lcl/ADSA/ARAL,,
dshswa|cl/ADSA/ADS- ..

dshsaa.lcl/ADSAADS-.

dshswa.|cl/ADSASADS- ..

Arhs s I TANSA AN

Recipi *
Wil L
Reom
Dynar
Dynar
Dynar
Dynar
Wil L
Wil L
Mhail L
Whail L
Wil L
Whail L
Whail L
Wil L
Whail L
Whail L
Wil L
Whail L
iail L
Wil L
Wil L
tail L
Whail L
Wil L
Whail L
Whail L
Wil L

st T
3

Actions
Distribution Graup

L, Madify the Maximurm Number ..
& Find..
82, New Distribution Group...
$2, New Dynamic Distribution Grou..
= ExportList.,

Views

[ Refresh
H Hel

DIS DL MCC Qperations

D) Disable

7 Remove

A Send Mail
Properties

H Hep
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The New Distribution Group wizard will open. Click next to continue.

-

I
. New Distribution Group
| ] L._)
[ Intioduction |rl.l[I]I.2|l.IClII]lI Al : G
This wizard helps pou create a distibution group or mail-enable an existing group.
A Group Information o :
e Select the type of group that pou want ta create the distribution group for;
Mew Distribution @ MNew group
= Group -
) Ezisting group
| Completion
Help k Next > Cancel

The Group Information page will display. DLs should be set to distribution as the group type.

Browse to the organizational unit that the DL will reside and populate all the rest of the fields on

the page. Click Next to continue.

NOTE: The alias shouldn’t contain any spaces.

New Distribution Group
- -l

B |ntraduction Group Information
Enter account information for the distribution group.
1 Group Infarmation

Group type:
e Distribution =
Group @ Distribution
1 Security

| Completion

Specify an Organizational Unit rather than using a default one:

dshs.wa.lcl/SEC/Enterprize Metwork S ervices/EMA/E schange/Groug

Mame:
DSHS DL ISSD Exchange 2010 Test DL

Mame [pre-windows 2000):
DSHS DL ISSD Exchange 2010 Test DL

Aliaz:
1SSD20100L

< Back H Nest » ] l Cancel
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5. The New Distribution Group page will open. Review the configurations. If changes need to be
made, click the Back button or click New to create the DL.

q;l—) New Distribution Group

Hew Distribution Group

M Intraduction ] di bt : : i
Click Mew to create a distribution group with the following settings.

1 Group Information

e B Configuration Summary:
Og

o #2 DSHS DL ISSD Exchange 2010 Test DL

»

. Completion Organizational unit: dzhe.wa lcl/SEC/Enterprise Nebwork,
Services/EMA/E vchange/Groups/Exchange2010TestDLs
Group name; DSHS DL [S50 Exchange 2010 Test DL
Group name [pretwfindows 2000): DSHS DL 1S5D Exchange 2010 Test DL
Aligs: 1550201001

To copy the contents of this page, press CTRL+C.

(et ) ow ) [ oo ]

6. The Completion page will display. Upon completion, a status of Completed or Failed will indicate
if the DL was successfully created. Click Finish to close the wizard.

QQL_) New Distribution Group

1 Introduction Complehon e gt
The wizard completed successfully. Click Finish to close this wizard,
[ Group Information Elapsed time: 00:00:14

Summary: 1 item(g]. 1 succeeded, O failed.

Mew Distribution
= Group i =
#2 DEHE DL 150 Exchange 2010 Test DL (V] A
£ Complation Exchange Management Shell command completed;

new-DistributionGroup -Mame '05SHS DL 1SS0 Exchange 2010 Test DL
-Organizationalll nit 'dzhe.wa. lclSEC/Enterprize M etwork
Services/EMa/Erchange/Groups/Exchange201 0T estDLs' -S ambccount ame
‘DSHS DLISSD Exchangs 2010 Test DL -Alias 1550201001

Elapszed Time: 00:00:14

To copy the contents of this page, press CTRL+C.
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EMS method:
1. Open EMS

2. Type the following command:

new-DistributionGroup -Name 'DSHS DL ISSD Exchange 2010 Test DL' -OrganizationalUnit
‘dshs.wa.lcl/SEC/Groups/Exchange2010TestDLs' -SamAccountName 'DSHS DL ISSD Exchange
2010 Test DL' -Alias 'ISSD2010DL"

3 Machine: WAXMXOLYCASIZ WA . ] o[- B[]

Tip of the day #54:

You can control which features are available to Outlook Web Access users by using the Set-OwalirtualDirectory cmdlet. Ty
e =

Set—OwalirtualDirectory "OWA (Default Web Sited" —ContactsEnabled £True —ChangePasswordEnabled £True

WARNING: Ho Exchange servers are available in the Active Directory site DSHS01ly6838. Connecting to an Exchange server

in another Active Directory site.

WARNING: Mo Exchange servers are availabhle in the Active Directory site DSHSCen6B@44. Connecting to an Exchange server

in another Active Directory sit

UERBOSE: Connecting to URHHHOLYCRSBZ WAR .wa.lcl

UERBOSE: Connected to WAXMXOLYCASH2 .WAX.wa.lcl.

[PE] C:vUWindowsssysten32>Set—ADServerSettings —RecipientUiewRoot "dshs.wa.lcl"

[PE]1 C::\UWindowsssysten32 new—DistributionGroup —Hame *DSHE DL ISED Exchange 2018 Test DL’ —-Organizationallnit *dshs_wa.l

cl/SEgigntgiprlg?Igggggigng?ru1ce¢/EHH/Exchange/GPoupg/ExchangeZBiBTegtDLg —SamfAccountNane 'DSHS DL ISSD Exchange 2818
= 1as

DlgplayName GroupT ype PrlmaPySmtpﬂddPe

DL ISSD Exchange 2818... DSHS DL ISSD Exchange 2818... Universal ISSDZBlBDLEua.goU

[PS]1 C:sUindows“systen32>
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Edit Distribution List Membership

Distribution Lists (DLs) membership can be modified by using the Exchange 2010 Management Console
(EMC) or with Exchange Management Shell (EMS).

Static Distribution List

EMC method:
1. Open EMC

2. From the console tree, under Recipient Configuration click Distribution Group. From the actions
pane, click New Distribution Group.

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the
desired results.

. Barhange Marsgement Cansale o~
Bile  fcton  Meew  Help

«%| 2@ EE

re | IR
4 i

T | Distribution Group -
Modify the Musimurn Number .

s J M
ter b Apply Filter | =

& Find..
4, Distributian Greup Display Narne Aliag Organaationsl Un ReCItns | e o Distrbastion Group.
i iad Cominct 4 DT DL IS0 Bchan... 155D20100, s wa el SEC/E 2
20100ymamic shewlc riterpri...  Dynamic| | o
3 - i o= = : N ic Distribution G
‘*?["""“ tad Muilh B 055 DL 1550 Bxchan.. (550201001 dshawnlclSEC/Enterpa..  Mail Lins, B New Dymamic Distribusion Grou
e Mo Request o . " & et
s Tostbox iew ¥
& Refresh
H Helo

Shared Services Email Project 89



3. Alist of DLs will be displayed. Select the DL that needs to be modified. From the actions pane,

click Properties

DSHS DL ISSD Exchange 2010 Test DL Properties (=5
tember OF I E-Mail Addresses I Advanced I tail Flow Settings |
General | Group Information | Members I tembership Approval |

Organizational unit:

Modified: Monday, July 25, 2011 2:34:52 PM

Aliag:
15502M0DL

View and modify customn attributes:

dshe.wa lel/SEC/E nterprise Metwork Services/EMA/Exch:

LCustom Attibutes

2

4. Select the Members tab. Add/remove the appropriate members to the DL. Click OK to apply the

changes.

DEHS DL ISSD Exchange 2010 Test DL Properties

(=)

Member Of | E-Mail Addreszes | Advanced I F ail Flaw 5 ettings
General | Group Information | Members | tembership Approwval
gR Add.. X

Dizplay Mame Organizational L it

@Example, Eill dshe.wa lcl/SEC/E nterpris...

][ Cancel ][

= ok

Apply

J

Help
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EMS method:

1. Open EMS

2. Type the following command:

Add member: Add-DistributionGroupMember -Identity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Exchange/Groups/Exchange2010TestDLs/DSHS DL ISSD Exchange 2010 Test DL' -
Member ‘dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users/Example, Bill' —
BypassSecurityGroupManagerCheck

9 Machine: WAXMXOLYCASDZ MK v el

Show gquick reference guide: QuickRef
Exchange team blog: Get—ExBlog
Show full output for a command: <command> | Format-List

Tip of the day #82:

To get a list of all parameters availabhle for a cmdlet, type:
{Get—Command <{Cmdlet HName>».Parameters | ft key

For example. to get all parameters for the New—-TransportRule cmdlet, type:
{Get—Command New—-TransportRule).Parameters | ft key

WARNING: No Exchange servers are available in the Active Directory site DSHS01y6B3B. Connecting to an Exchange server

in another Active Directory site.

WARNING: No Exchange servers are available in the Active Directory site DSHSCenbB44. Connecting to an Exchange server

in another fActive Directory site.

UERBOSE: Connecting to WARMEOLYCASHZ .WAK.wa.lcl

UERBOSE: Connected to WAXMXOLYCASB2 .WAX.wa.lcl.

[PE] C:vUWindowsssysten32>Set—ADServerSettings —RecipientUiewRoot "dshs.wa.lcl"

[PE]1 C:xUWindowsxsystend2>Add-DistributionGroupMember —Identity ‘dshs.va.lcl/SEC-/Enterprise Metwork ServicesEMA-Exchange
Groups /Exchange2@18TestDLs #DSHE DL ISS5D Exchange 2818 Test DL’ —Member ‘dshs.wa.lcls/SEC/Enterprise Metwork Services~EMA
Users/Exanple, Bill' —BypassSecurityGroupManagerCheck

[PS] C:sUindows\systen32>

Delete member: Remove-DistributionGroupMember -ldentity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Exchange/Groups/Exchange2010TestDLs/DSHS DL ISSD Exchange 2010 Test DL' -
Member 'dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users/Example, Bill' —
BypassSecurityGroupManagerCheck

5 Machine: WAXMXOLYCASIZ WA wa.lc] =N Ech==

$Profile

You may have to create the PEConfiguration folder and Microsoft.Powerfhell profile.psl file. After you’ve done that. voulS

ﬁan add your favorite functions and aliases. which will he loaded every time that the Exchange Management Shell is open
ed.

WARNING: No Exchange servers are available in the Active Directory site DSHS01y6B3B. Connecting to an Exchange server
in another Active Directory site.
WARNING: No Exchange servers are available in the Active Directory site DSHSCenbB44. Connecting to an Exchange server
in another ﬂctlue Directory site.

JAE .wa.lcl.
ettings —RecipientUieuant "dshs.wa.lcl"

z/Exchange2@1B8TestDLs-DSHS DL IS8D Exchange 2818 Test DL’ —Member ’‘dshs.wa.lclsSEC/Enterprise Hetwork Services/|
EMA-Users~Example. Bill’ -BypassSecurityGroupManagerCheck

Conf irm

Are you sure you want to perform this action?

Removing distribution group member "dshs.wa.lcl/SEC/Enterprise Metwork Services~/EMA/Users/Example. Bill" from
distribution group "dshs.wa.lclsSEC/Enterprisze Metwork Services/EMA-/Exchange Groups- ExchangeZB1@TestDLs/DEHS DL ISSD
Exchange 2018 Test DL™.

[¥Y]1 Yes [A] Yes to A1l [M]1 Ho [L]1 Mo to A1l [?]1 Help <default is "¥

[PS] C:sUindows“systen32> i
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Edit/Create Distribution List SMTP Email Address

SMTP email addresses for Exchange 2010 mailboxes can be created by using the Exchange 2010
Management Console (EMC) or with Exchange Management Shell (EMS).

EMC method:
1. Open EMC

2. From the console tree, under Recipient Configuration click Distribution Group. From the actions
pane, click New Distribution Group.

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

| Bxchange Management Console | =R |
File Action Yiew Help
&= 2@ A
(2] Microsoft Exchange ) Actions
s [ Wicrosoft Exchange On-Premises twaxm) T -
- &) Orgsnization Configuration [alizs ~|[contains | issdzot0 x : F
A o Wodify the M Number ..
4 & Recipient Configuration o Add Expression  Remove Filker e Apply Fiter | = Modfy the Maimum Number
3 Mailbox G Find
£ Distribution Group Display Name Blias Organizstional Unit ReIpient | &3 g Distribution Group.
5] Mail Contact 2 DSHS DL 155D Exchan.., 155D2010Dynamic dshs.walcl/SEC/Enterpri... Dynamic B Newd Distribution 6
4 ew Dynamic Distribution Grou...
o3 Disconnected Mailbox #3055 DI 1550 Bxchan,., 1530201051 dshsws e lfSEC /Enterpri.. Ml iy b
& Move Request [ Export List.,
& Toolbox
View »
6 Refresh
H Hep
< m 3 K [ v
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3. Alist of DLs will be displayed. Select the DL that needs to be modified. From the actions pane,
click Properties

| Exchange Management Console ol ==
File dction View Help
&= | 2[F
[ Microsoft Exchange =) Actions
P ﬁgzc:\nsn&ExchamEe On-Premises (waxm s ~onems oo x| Distibutian Group S
4 & Recipient Configuration s Add Expression P Rernove Filter & Apply Filker £ Modify the Muimum Hurmber
& Mailbox - &G Find
#2, Distribution Group Display Narre Alias Organizational Unit Recipient [ g 1y ismibution Group
() Mail Contact $2 DSHS DL ISSD Exchian,..  15SD2010Dymarmic dshswmlel/SEC/Enterprl..  Dynarmic | | X
b Disconnected Mailoor PP DsHs 0L 153D Bxchan.. Isspaolin P | &5 e Dymamic Distribution Grov
B Move Request [ Esport List.
& Toolbox View R
|6 Refresh
Help
DSHS DL ISSD Exchange 2010 Test DL
@ Disable
7 Remove
3 Send Mail
Properties
Help
« [} » 4 LI} 4

4. Select the E-Mail Addresses tab.

DSHS DL ISSD Exchange 2010 Test DL Properties (=]

General | Group Information | Members | tembership Approwval
Member OF | E-Mail Addresses | &dvanced I tail Flow Settings

E ach e-mail addresz type has one default reply address. The default reply
address iz dizplayed in bold, To change the default reply address, select an entry
inthe list, and then click 'Set a5 Reply'

E-mail addrezses:

o Add.., | ¥ 7 Edit.. | Setas Reply

Address
SMTP
issd201 0di@dshs. wa. gov
155D 20700 L@Ekub1 . wa. gov
IS5D2010DL @wa.gov
X400
C=US:A= :P=wA GOV.0=WAGDV:5=I155D2010DL;

Autornatically update e-mail addrezzes bazed on e-mail address policy

5 5] [oaws
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5. Click Edit or Add. In the E-mail address field, modify or type the new SMTP address.

SMTP Address =23

E-mail address:
Exchange2010T estDLsdshs wa. gow

E-mail type:
SMTP

[ oK | Cancel |

NOTE: In Exchange 2010, Set as Primary has been replaced with Set as Reply. Any SMTP
address can be set to the Set as Reply address.

EMS method:
1. Open EMS

2. Type the following command:

Set-DistributionGroup -BypassSecurityGroupManagerCheck -EmailAddresses
'smtp:issd2010di@dshs.wa.gov','smtp:ISSD2010DL@hubl.wa.gov',’X400:C=US;A=
;P=WA.GOV;0=WAGOV;S=ISSD2010DL;",'SMTP:ISSD2010DL @wa.goV','smtp:Exchange2010T
estDL@dshs.wa.gov' -ldentity 'dshs.wa.lcl/SEC/Exchange2010TestDLs/DSHS DL ISSD
Exchange 2010 Test DL’

3 Machine: WAXMXOLYCASIZ WA . ] o[- B[]

in another Active Directory site.
WARNING: Mo Exchange servers are available in the Active Directory DEHS01y6831. Connecting an Exchange server
in another Active Directory site.
LARMING: No Exchange servers are available in the Active Directory DSHS01y61B4. Connecting an Exchange server

in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHSPtabB48. Connecting an Exchange server

in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHSPtt6B57. Connecting an Exchange server

in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHSShe6B21. Connecting an Exchange server

in another Active Directory site.

LARMING: No Exchange servers are available in the Active Directory DSHSVan6B32. Connecting to an Exchange server

in another fActive Directory site.

ARMING: No Exchange servers are available in the Active Directory $5U01yABB1 . Connecting to an Exchange server in
another Active Directory site.

ARMING: No Exchange servers are available in the Active Directory DSHSEnt4858. Connecting to an Exchange server

in another Active Directory site.

UERBOSE: Connecting to WARMEOLYCASHZ .WAK.wa.lcl

UERBOSE: Connected to WAXMXOLYCASA2.WAX.wa.lcl.

[PE] C:sUWindowsssysten32>Set—ADServerSettings —RecipientUiewRoot "dshs.wa.lcl"

[P5]1 C:xWindowsssysten32>Set—-DistributionGroup —-BypassSecurityGroupManagerCheck —-EmailAddresses ‘smtp:issd2B818d1Cdshs .wa
gov’ ' emtp:I88D2018DLEhubl .wa. gov’ . R4BB:C=US ;A= ;P=UA.GOU;0=UAGOU;E=I58D2@168DL;’ . ' SHIP: 1550281 ADLEva .gov’ .’ smtp:Exchan
ige2@1ATestDLEdshs .va.gov’ —Identity ‘dshs.wa.lcl/SEC/Enterpriszse Network Services/EMA~Exchange Groups Exchange2Bl1BTestDLs
DEHS DL ISSD Exchange 2818 Test DL’

[PS] C:sUindows“systen32>
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Hide Distribution List from the Global Address List

Mailboxes can be hidden from the Global Address List by using the Exchange 2010 Management

Console (EMC) or with Exchange Management Shell (EMS). In order to send a message to hidden
mailboxes, the sender must know the email address.
EMC method:

1.

2.

Open EMC

From the console tree, under Recipient Configuration click Distribution Group. From the actions

pane, click New Distribution Group.

NOTE: EMC can only display 1000 items so a filter may need to be applied to retrieve the

desired results.

a b Fecpient Configuratiun e £d Eepressinn * Remowr Filter
Ah Madbon
B2, Durtnibutin Group
- Mal Contact
&5 Disconnected Mailbay
it Mot Request

2 Toolbox

Dizplay Marne Hias
A, D5HS DL I550 Exthan., LSDAIIDynamic
#2D3HE DL 1330 Exchan... 133020000

Grganizationsl Unit

¥ Apphy Filter
Racipient

. Dymammic
Mail Ui

KUSECHErte
el/SEC Enterpri..

= Exchiange Managerment Cansole E‘E‘
file @ction View Felp

e 2@ EE

[2) Micrasaft Exchange % ol ! A tivns

Byl ey A 2

2 Muehily the Manrnum Number ..
&f Find..
82, few Dislnbution Group..
B, New Dynamie Distrbution Grou..
a4 EBportli.
Wi *
i Mefresh

A list of mailboxes will be displayed. Select the mailbox that needs to be modified.

actions pane, click Properties

DEHS DL ISSD Exchange 2010 Test DL Properties

==

tember OF | E-Mail Addreszes I Advanced | Mail Flow Settings |
General ‘ Group Information | Members I tMembership Approval

Organizational unit:

Muodified: Monday, July 25, 2011 3:34:52 PM

Aliag:
1550201000

View and modify custom attibutes:

dshs.wa.lcl/SEC/Enterprise Netwark Services/EMa/E xchi

LCustom Altributes. ..

3

4. Select the Advanced tab. Click the box to Hide group from Exchange address lists.
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D5HE DL 155D Exchange 2010 Test DL Properties

General
Member Of

Members
Advanced

Group Information
E-tail Addreszes

Simple dizplay name:

Set expangion server.

| Hide group from Exchange address lists

Send out-of-office meszage to originator

Send delivery reports to group manager
@ Send delivery reports to message originator

Do not send delivery reports

tembership Approwval
Fail Flow Settings

()

= [ ok | | Cancel || ppy || Help
EMS method:
1. Open EMS

2. Type the following command:

Set-DistributionGroup -BypassSecurityGroupManagerCheck -HiddenFromAddressListsEnabled $true
-ldentity ‘dshs.wa.lcl/SEC/Groups/Exchange2010TestDLs/DSHS DL ISSD Exchange 2010 Test DL’

£ Machine: WAXMXOLYCASIZ MK wa ol
ke =

$8anple = [XMLI1<{Get—Content SomeRMLFile.xml>

$8anple
To navigate, type:
$Sanple . Propl . Prop2

Mo need for text parsing when you want to load XML datat

in another Active Directory site.
in another Active Directory site.

UERBOSE: Connecting to WAHMHOLYCASAZ WAK.wa.lcl
UERBOSE: Connected to WAXMXOLYCASH2 .WAX.wa.lcl.

est DL'
[PS] C:sUindows“systen32>

[E=8 EoR (=3

This command assigns %Sample to the actual XML object. To see it. type:

UARNING: Ho Exchange servers are availahle in the Active Directory site DSHSO1yw6B3B. Connecting to an Exchange server

WARNING: Mo Exchange servers are available in the Active Directory site DEHSCentB44. Connecting to an Exchange server

[PE]1 C:xWindows~systend2>Set—ADServerSettings —RecipientUiewRoot "dshs.wa.lcl'
[PS]1 C:\Windowsssysten32>Set-DistributionGroup —BypassSecurityGroupManagerCheck —HiddenFromfiddressListsEnabhled Strue -Id
entity ‘dshs.wa.lcl/SEC/Enterprise Network Services/EMA-/Exchange/Groups Exchange2@1@TestDLsDSHE DL ISS5D Exchange 2818 T
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Index of PowerShell scripts to run in EMS

Before you look at the scripts below, here are a few quick tips to make your PowerShell experience a little
easier.
- As abest practice, when you first open EMS, run the following command, which changes the

focus of the PowerShell session to the agency domain instead of the wa.gov domain
0 Set-ADServerSettings —RecipientViewRoot “"agy.wa.lcl”

- When you begin to type a command, for example, if you'’re creating a new mailbox, type
“New-M", press the tab key to cycle thru the various options. In this case, stop when you get
to “New-Mailbox”. Using this method can increase the speed of creating a script as well as
minimizing spelling mistakes.

- The —whatif command will give an output of expected results without actually executing the
script

- Every time you run PowerShell a process in the EMC interface, the “completion” page will
display the corresponding PowerShell script. You can copy that script to Notepad and make
modifications if you have several tasks to complete.

Completion
The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:01

Summany: 1 item(z). 1 succeeaded. O failed.

2, Bill Example @ P
Exchange Management Shell command completed:
Mew-talbox -Mame 'Bill Example' -Aliaz "BIillE' -Organizationallmit
‘dzhz. wa.lcl*SEC/Enterprize Metwork Services/EMA/ ] sers’ -UserPrincipalM ame
'BIlE Edshs. wa lcl' -SaméccountMame BIllE' -FirstMame ‘Bill -Initials " -LastN ame
‘Example’ -Pazsword 'System.Security. SecureString' -F ezetPasswordOnkestLogon
$false

Elapged Time: 00:00:01

Note: the examples below are for reference only. To use effectively, copy them into another
editing program, such as Notepad or Wordpad, and modify them accordingly.

Create/Delete Active Directory objects and mailboxes
Create AD user and Exchange 2010 mailbox
- New-Mailbox -Name "Example, Bill" -Alias BillE —OrganizationalUnit
“dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users” —UserPrincipalName
“Bille@dshs.wa.lcl” —SamAccountName “BIllE” -FirstName “Bil"l -LastName “Example” —
Password (ConvertTo-SecureString “#passwordl” —AsPlainText —Force) —
ResetPasswordOnNextLogon $true

Create an Exchange 2010 mailbox for an existing Active Directory user object

- Enable-Mailbox -ldentity "dshs.wa.lcl/SEC/Enterprise Network Services/EMA/users/Example,
Bill" -Alias "BIlIE"

Delete an Exchange 2010 mailbox

- The AD user object will NOT be removed
- The mailbox will exist in the Exchange database for 21 days based on the mailbox retention
policy.
o Disable-Mailbox -Identity DSHS\BIIIE
= Choose (Y) Yes if you're sure you want to perform this action
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Delete Exchange 2010 mailbox and Active Directory user object
- The mailbox will exist in the Exchange database for 21 days based on the mailbox retention
policy.
0 Remove-Mailbox —Identity DSHS\BIIlE
= Choose (Y) if you're sure you want to perform this action

Create a mail contact
- New-MailContact -ExternalEmailAddress 'SMTP:sally.example@external.com' -Name
‘Example, Sally' -Alias 'SallyE' -FirstName 'Sally' -Initials " -LastName 'Example’ -
OrganizationalUnit 'dshs.wa.lcl/SEC/Enterprise Network Services/EMA/Users'

Distribution List Management
Create distribution list

- Static DL (specify users in the group)

o0 New-DistributionGroup —Name ‘DSHS DL ISSD Exchange 2010 Test DL’ —
OrganizationalUnit ‘dshs.wa.lcl/SEC/Groups’ —SamAccountName ‘DSHS DL ISSD
Exchange 2010 Test DL’ —Alias ‘ISSD2010DL’

- Dynamic DL (users in group based on criteria/query)

O new-DynamicDistributionGroup -Name 'DSHS DL ISSD Exchange 2010 Dynamic' -
RecipientContainer 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Exchange/Users/Exchange2010TestUsers' -IncludedRecipients
'AllRecipients' -OrganizationalUnit 'dshs.wa.|cl/SEC/Enterprise Network
Services/EMA/Exchange/Groups/Exchange2010TestDLs' -Alias '1SSD2010Dynamic'

Edit static distribution list membership

- Add member
0 Add-DistributionGroupMember -ldentity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Exchange/Groups/Exchange2010TestDLs/DSHS DL ISSD Exchange
2010 Test DL' -Member 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Users/Example, Bill' —-BypassSecurityGroupManagerCheck

- Delete member
0  Remove-DistributionGroupMember -Identity
'dshs.wa.lcl/SEC/Groups/Exchange2010TestDLs/DSHS DL ISSD Exchange 2010
Test DL' -Member 'dshs.wa.lcl/SEC/Users/Example, Bill' -
BypassSecurityGroupManagerCheck

Create/Edit distribution list SMTP email address

- The primary smtp address must be included or the script will fail
0 Set-DistributionGroup -BypassSecurityGroupManagerCheck -EmailAddresses
'smtp:issd2010di@dshs.wa.gov','smtp:Exchange2010TestDL@dshs.wa.goVv' -ldentity
'dshs.wa.lcl/SEC /DSHS DL ISSD Exchange 2010 Test DL

Hide distribution list from the Global Address List

- Set-DistributionGroup -BypassSecurityGroupManagerCheck -
HiddenFromAddressListsEnabled $true -ldentity ‘dshs.wa.lcl/SEC/Groups/DSHS DL ISSD
Exchange 2010 Test DL
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Modifying Exchange 2010 mailbox permissions/settings
Delivery restrictions

- Restrict who can send to a mailbox
0 Set-Mailbox —ldentity ‘dshs.wa.lcl/SEC/Example, Jane’ —AcceptMessagesOnlyFrom
‘dshs.wa.lcl/SEC/Example, Bill' —AcceptMessagesOnlyFromDLMembers
‘dshs.wa.lcl/SEC/DSHS DL ISSD Exchange E-mail Administrators’
- Restrict who can send to a distribution list
0 Set-DistributionGroup -AcceptMessagesOnlyFromSendersOrMembers
‘dshs.wa.Icl/SEC/Example, Bill','dshs.wa.lcl/SEC/Groups/DSHS DL ISSD Exchange
Team' -ldentity 'dshs.wa.lcl/SEC/dshs dl issd 2010 test'

Send on Behalf
- Set-Mailbox —Identity “Example, Jane” -GrantSendOnBehalfTo “Example, Bill”

Set Forwarding Address
- Set-Mailbox —Identity “Example, Jane” -ForwardingAddress BillE@wa.gov

Create/Edit SMTP email addresses

- The primary smtp address must be included in the script or it will fail. Also, any existing
secondary addresses MUST be included or they will be removed...
0 Set-Mailbox -EmailAddresses
'smtp:WillamE@dshs.wa.gov','smtp:WilliamE@hub1.wa.gov','SMTP:WiliamE@wa.g
ov','smtp:example.bill@dshs.wa.gov' -ldentity 'dshs.wa.Icl/SEC /Example, Bill'

Configure Exchange 2010 mailbox features

Disable OWA

- Set-CasMailbox -OWAEnNabled $false -ldentity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Users/Example, Bill'

Enable OWA

- Set-CasMailbox -OWAEnNabled $true -ldentity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Users/Example, Bill'

Disable POP3

- Set-CasMailbox -PopEnabled $false -PopEnabled $true -Identity 'dshs.wa.lcl/SEC/Enterprise
Network Services/EMA/Users/Example, Bill'

Enable POP3

- Set-CasMailbox -PopEnabled $true -PopEnabled $true -Identity 'dshs.wa.lcl/SEC/Enterprise
Network Services/EMA/Users/Example, Bill'

Hide Exchange 2010 Mailbox from the Global Address List
- Set-Mailbox -Alias 'BillE' -HiddenFromAddressListsEnabled $true -ldentity
‘dshs.wa.Icl/SEC/Enterprise Network Services/EMA/Users/Example, Bill'
Edit display name
- Set-User -Name 'Rights, Bill' -ldentity 'dshs.wa.lcl/SEC/Enterprise Network
Services/EMA/Users/Example, Bill'
Edit email alias
- Set-Mailbox -Alias 'BillE2' -Identity 'dshs.wa.lcl/SEC/Enterprise Network
Services/[EMA/Users/Example, Bill'
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Introduction

This document assumes you have followed and met the requirements and installation procedures found
in the Recipient Administration Guide for the configuration of the Exchange Administration workstation
and the installation of the Exchange Administration tools.

Use caution when running commands in EMS because some commands might run against an entire OU
unless a mailbox is specified. The —whatif command can be placed at the end of commands to see
results without actually running the command.

Example: Disable-Mailbox -Identity CTS\WilliamE -whatif

Each new session of the Exchange Management Shell must be scoped to the agency domain.
Set-ADServerSettings -RecipientViewRoot cts.wa.lcl
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Delegated Discovery Administrator

Get-ADServerSettings

Synopsis: View the Active Directory Domain Services (AD DS) environment settings in the current
Windows Powershell session.
Example:
This example displays the session settings for the current session.
Get-AdServerSettings | Format-List

Get-DomainController

Synopsis: View a list of domain controllers that exist in your organization.

Example:

This example lists domain controllers in the specified domain.
Get-DomainController -DomainName cts.wa.lcl

Get-Mailbox

Synopsis: View mailbox objects and attributes, populate property pages, or supply mailbox information to

other tasks.

Examples:

This example returns a list of all mailboxes in your organization
Get-Mailbox

This example returns a list of all mailboxes that resolve from the ambiguous name resolution search on

the string “chr”
Get-Mailbox —Anr “Chr” —DomainController CTSGCOLY2010
This example returns a list of all available attributes for the mailbox JohnD
Get-Mailbox JohnD |fl

Get-MailboxExportRequest

Synopsis: View the detailed status of an ongoing export request that was initiated by using the New-
MailboxExportRequest cmdlet.
Examples:
This example returns a list of export requests that have completed.
Get-MailboxExportRequest —Status Completed
This example returns a list of export requests that have been suspended.
Get-MailboxExportRequest —Suspend $true
This example returns a list of export requests that have failed.
Get-MailboxExportRequest —Status Failed

Get-MailboxExportRequestStatistics

Synopsis: View detailed information about export requests.

Examples:

This example returns details of the export requests for the specified mailbox.
Get-MailboxExportRequestStatistics JohnAppleseed@cts.wa.govimailboxexport |fl

Get-MailboxSearch

Synopsis: View mailbox searches that are in progress, complete, or stopped.
Examples:
This example returns a list of mailbox searches.
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Get-MailboxSearch
This example pairs down the results from the list of mailbox searches.
Get-MailboxSearch |fl Name, CreatedBy, SearchQuery, Status
This example returns results from the specified mailbox search.
Get-MailboxSearch “Discovery Search for John #2”

Get-Recipient

Synopsis: Returns a list of recipient objects from Active Directory.

Examples:

This example returns a list of recipient objects from Active Directory.
Get-Recipient —ResultSize unlimited

This example returns a list of all mail contacts in your organization and sorts them by name.
Get-Recipient —RecipientType MailContact —SortBy Name

New-MailboxExportRequest

Synopsis: Use the New-MailboxExportRequest cmdlet to begin the process of exporting contents of a
primary mailbox or archive to a .pst file.

NOTE: The mailbox server will need access to the agency file share; firewalls will need to be opened.
Please contact CTS for assistance with this activity.

Example:

This example exports the specified mailbox to a PST file on the specified server and share.
New-MailboxExportRequest -Mailbox dislantest -MRSServer waxmxolyhtcas08.wax.wa.lcl -
FilePath \\ctsgcoly2010\myshare\lantest.pst

(The WA\Exchange Trusted Subsystem will need access on the file share)

group aruser names:

52 SYSTEM
52 Exchange Trusted Subsystem (WA\Exchange Trusted Subsystem)

New-MailboxSearch

Synopsis: Use the New-MailboxSearch cmdlet to start a new mailbox search. Mailbox searches are
performed across all servers running Microsoft Exchange Server 2010 in an Exchange organization,
unless the search is constrained to fewer mailboxes by using the SourceMailboxes parameter.
Examples:

This example creates the mailbox search Legal-ProjectX. The search uses several parameters to
restrict the query:

SourceMailboxes This parameter restricts the search to members of the CTS Search List
distribution groups.

Recipients This parameter specifies that the search includes all mail sent to the domain
cts.wa.gov.

SearchQuery This parameter specifies an AQS query for messages with either the words
parking or concerns and for messages with attachments.

StartDate and EndDate These parameters specify the start date of July 1, 2011, and end date
of December 31, 2011, for the search.

TargetMailbox This parameter specifies that search results should be copied to the discovery
mailbox LegalDiscovery.

StatusMailRecipeints This parameter specifies that the distribution group CTS DL Discovery
Team is to receive a notification when the search is complete.

New-MailboxSearch -name "CTS Discovery Project" -SourceMailboxes "CTS News" -
TargetMailbox ctsdiscovery@cts.wa.gov -StartDate "12/1/2010" -EndDate "7/1/2011" -Recipients
"@cts.wa.gov" -SearchQuery "Parking Concerns" -StatusMailRecipients
"discoverymanager@cts.wa.gov"

Remove-MailboxExportRequest
Synopsis: Remove fully or partially completed export requests.
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Examples:
This example removes the specified export request

Remove-MailboxExportRequest -identity "cts.wa.lcl/Exchange Accounts/CTS LAN
Support\MailboxExport"

Remove-MailboxSearch

Synopsis: Removes a mailbox search.

Examples:

This example removes the mailbox search
Remove-MailboxSearch “CTS Discovery Project”

Search-Mailbox

Synopsis: Search a mailbox and copy the results to a specified target mailbox, delete messages from the
source mailbox, or both.
Examples:
This example

Search-Mailbox -ldentity "DES Communications" -SearchQuery "Subject:Potluck" -
TargetMailbox "jimmy.harding@des.wa.gov" -targetfolder "Communications" -LogLevel Full
This example searches Jim Conger’s mailbox for messages that contain the phrase “Secret Formula” in
the subject and deletes the message from the source mailbox.

Search-Mailbox —Identity jim.conger@cts.wa.gov —SearchQuery “Subject:’Secret
Formula™ —DeleteContent

Set-ADServerSettings

Synopsis: Manage the Active Directory Domain Services (AD DS) environment in the current Exchange
Management Shell session.
Examples:
This example sets the RecipientViewRoot to the local domain
Set-ADServerSettings —RecipientViewRoot cts.wa.lcl
This example sets the scope to the entire forest
Set-ADServerSettings —ViewEntireForest $true
This example sets the scope to the entire forest and designates a preferred global catalog server
Set-ADServerSettings —ViewEntireForest $true —PreferredGlobalCatalog CTSGCOLY2010

Set-MailboxExportRequest

Synopsis: Change export request options after the request has been created.

Examples:

This example changes the specified export request to accept up to 10 corrupt mailbox items.
Set-MailboxExportRequest —identity “cts.wa.lcl/Exchange Accounts/CTS LAN

Support\MailboxExport" —BadIltemLimit 10

Set-MailboxSearch

Synopsis: Modify an existing mailbox search.
Examples:
This example modifies the start date of a mailbox search.
Set-MailboxSearch -Name "Legal-ProjectX" -StartDate "01/01/2010"

Start-MailboxSearch

Synopsis: Restart or resume a mailbox search that's been stopped.
Examples:
This example starts the specified mailbox search.
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Start-MailboxSearch -Identity "ProjectCTS"

Stop-MailboxSearch

Synopsis:

Examples:

This example stops the specified mailbox search.
Stop-MailboxSearch -ldentity "ProjectCTS"

Suspend-MailboxExportRequest

Synopsis: Suspend an export request any time after the request was created, but before the request
reaches the status of Completed.
Examples:
This example suspends the second export request for the DES mailbox with the identity
DES\MailboxExportl

Suspend-MailboxExportRequest -ldentity "DES\MailboxExport1"

Write-AdminAuditLog

Synopsis: Write a comment to the administrator audit log.

Example:

This example writes a comment to the administrator audit log.
Write-AdminAuditLog -Comment "Ran custom script.”
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Multi-Mailbox Search Using the OWA Interface

Multi-mailbox searches require an Agency “Discovery” mailbox to be established. Search results will be
returned to the Discovery mailbox. CTS must setup the Discovery mailbox for your agency. To create the
mailbox, submit a CTS Service Desk ticket requesting the Discovery mailbox creation, including the
names of the users and/or accounts that will need access to the Discovery mailbox.

1. Open Webmail or go to Mobile.wa.gov
2. Select “See All OEtions" from the “options” menu in the upper right of the OWA screen

Someone My Options -

Options t
Set Automatic Replies...
Change Your Password...
Create an Inbox Rule...

See All Options...

Select a Theme

3. Select “My Organization” from the “Manage Myself” menu

| Manage Myself ~

Select what to manage
Myself
My Qrganization

Another User...

The search tool will be found in the middle of the screen.
Note: Searches from other agencies will be visible on this screen. It is possible to delete searches from
other agencies. Use caution when deleted your searches and verify they belong to you.

Microacdts
Exchange Server
Mail » Options: Manage My Organization ~

= %
Users & Groups - Bx

Roles & Auditing Discovery  Delivery Reports
Mail Control

Phone & Voice Multi-Mailbox Search

Search the mailboxes in your organization for e-mail
one. To update the search list, click Refresh below.

P New... Details L X | B
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Select “New...” to create a new search.
Enter the keywords you are looking for.
Select “Message types to search” if needed

No gk

Select the “Keywords” you want to search and any Boolean expressions.

P

e New Mailbox Search - Windows Internet Explorer

(S |

New Mailbox Search
*Required fields
Keywords

Type words to search for. Separate words with uppercase AND,
OR, or NOT. Use double quotation marks to search for multi-
word phrases. For wildcard searches, place an asterisk (*) after
the word.

Secret AND Formula|

[T Include items that can't be searched
Message types to search: E-mail
Select message types...
Messages To or From Specific E-Mail Addresses
Date Range
Mailboxes to Search

Search Name, Type, and Storage Location

»

<«

<

<«

<

e

Keyword searches

Use OR between words
to find items that
contain either Word A
or Word B. Use AND to
find items that contain
both Word A and Waord
B. Use parentheses
around clauses
separated by AND. For
example: (Wordh OR
WordB) AND (WordC
OR WordD). Separating
words with a comma or
space Is the same as
using AND.

Learn More

J save | ¥ Cancel

/" Trusted sites | Protected Mode: Off

v ®100%
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8. Select the From or To addresses you want to search under “Messages To or From Specific E-
mail Addresses” if you want to narrow your search.

9. Specify a date range to search or select “Don't limit the search by date range:”

-

e New Mailbox Search - Windows Internet Explorer

— | 5] [l

MNew Mailbox Search
*Required fields

Keywords

Messages To or From Specific E-Mail Addresses

Marrow the search to messages sent to or from specific e-mail
addresses or domains. Use display names, e-mail addresses,
ar domain names.

From:

Add users.

OR
To (including Cc and Beg):

jay.deboer@cts.wa.gov, william.clark@cts.wa.c

Date Range

You can specify the date range for the search as follows:
(Z)Don't limit the search by date range

(@ Limit the search by the following date range:

Start date:
2010 ¥ January 1 -
End date:
2011 * November v 4 -

<«

b

ol

To (including Cc and
Bec):

You can also narrow the
search to items sentto a
specific person or
anyone in a specific
domain. Specify a
domain name like this:
@example.com.
Separate multiple
recipients with a comma.

Learn More

J save | ¥ Cancel

/" Trusted sites | Protected Mode: Off

‘e v R100% ~
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10. Select the mailboxes to search.

New Mailbox Search
*Required fields

Keywords
Messages To or From Specific E-Mail Addresses
Date Range

Mailboxes to Search

* Select mailboxes to search:
() Search all mailboxes

@ Search specific mailboxes or the mailboxes of members
of distribution groups:

=0 Add... Remaove

&b DIS DL Mailbox Searches

Search Name, Type, and Storage Location

K cancel

+/ Trusted sites | Protected Mode: Off

v ®100% v
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11. Under “Search Name” name your search starting with your Agency designator.

12. If you choose to “Copy the search results to the destination mailbox” then select a discovery

mailbox to copy the results to and select how you want the “Results” handled along with enabling

deduplication and enabling full logging.
13. If you want an email sent to you when the search is done check the box.

* New Mailbox Search - Windows Internet Explorer ==X

New Mailbox Search (7]
*Required fields

Keywords

“

Messages To or From Specific E-Mail Addresses

<«

Date Range

“

<«

Il Mailboxes to Search

b

Search Name, Type, and Storage Location

The search name is applied to the folder in the destination 1
mailbox where search results are stored.
* Search name:

DIS Test Multi-mailbox Search

Estimate or copy the
results

When you estimate the
* Results: search results, only

(T Estimate the search results statistics about the
results are returned.

(@) Copy the search results to the destination mailbox when you copy the

Enable deduplication search results, the actual
- [ts are saved to the
Enable full loggin resufts a -
g9ging destination mailbox.
Select a mailbox in which to stare the search results:
Learn Mare
DIS Test Discovery Mailbox X | Browse .

Send me an e-mail when the search is done

V' Save | ¥ Cancel

" Trusted sites | Protected Mode: Off Fgov ®I100% v

_ o Save
14. Clicking on will save your search and start the search process

15. Your search will show up as “in progress” in the Multi-Mailbox Search window

Multi-Mailbox Search

Search the mailboxes in your organization for e-mail and other message types that contain specific keywc
one. To update the search list, click Refresh below.

£ New... Details | & xoo=
Status Search Name Date T | Size
% SearchIn progress DIS Test Multi-mailbox Search 11/3/2011 3:40 PM 0B

16. Details of the search will be displayed in the right hand column.
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DIS Test Multi-mailbox Search

Status: s Search In progress - 0% complete
User: DeBoer, Jay (CTS)

Date: 11/3/2011 3:40 PM

Size: 0B

Ttems: 0

Errars: Mane

Keyword statistics:  (Duplicates not excluded)

Keyword Hits Mailboxes

17. When the search is complete you will receive an email with the results of the search. You will see
the results in the right hand pane (you may have to refresh the window) of the Multi-Mailbox
Search. (Email received in Outlook)

H From Subject Receved |5 T C
B Mg bj ived -
1 Microsoft Exchange  The search 'DIS Test Multi-mailbox Search’ has "Search Succeeded’. Thu 11...5C

DIS Test Multi-mailbox Search

Status: '@' Search Succeeded

User: DeBoer, Jay (CTS)

Date: 117372011 3:40 PM

Size: 87.85 KB

Ttems: 3

Results: distestdiscovery@DIS. WA.GOV
[open]

Errors: MNaone

Keyword statisticss  (Duplicates not excluded)

Keyword Hits Mailboxes
Secret AND Formula 4 2

18. You will notice an [open] link under the “Results” field. Clicking this will take you to the Discovery
mailbox that you had the results copied to and here you will find a folder with the same name
“Search Name” along with the search results.
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Outlook' Web App
Mail » DIS Test Multi-mailbox Search 1 ems

4 Favorites MNew ~ Delete - Move ~  Filter »  View ~ =
Inbox - -
= ] Search Entire Mailbox Fe
Eﬂ Unread Mail

Conwersations by Date = MNewest on Toy
E Sent ltems N F

- ¥

4 DIS Test Discovery Mailbox | DIS Test Multi-mailbox Search-11/3/2011 3:40:0... o v
3:41 PM
E Inbox
@ Dirafts
E Sent ltems
fa Deleted kems

4 [ DIS Test Multi-mailbox Search
CA Results-11/3/2011 3:40:09 PM

f@ Junk E-Mail
la] Motes

[ Eﬂ Search Folders

19. When you are finished with the search you can delete the search from the Multi-Mailbox Search
by selecting it and clicking the “X” to delete it. Use caution here and make sure you are only
deleting searches that you created.

Multi-Mailbox Search

Search the mailboxes in your organization for e-mail and other message types that contain specific keywc
one. To update the search list, click Refresh below.

£ New... Details L2 x| g
Status Search Mame Date T | Size
@ Search Succeeded DIS Test Multi-mailbox Search 11/3/2011 3:40 PM 8785 KB
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