E-mail Shared Services To-Be Definition
CAB Meeting Presentation - June 11, 2010

Introduction
· Team worked together to construct the as-is and to-be models of the email service.

· To-be model presented to the Email Shared Services CIO workgroup.

· Service definition was sent to the DIS development team for incorporation into the existing projects
Major Service Components

Exchange 2010

· Improved management of mailboxes

· Support for high availability

· No lost emails

· Improved search and discovery

· Improved administrative flexibility – two levels 

· full agency management of mail resources

· central administration
Gateway
· Email content filtering

· Improved agency administration 
· Single filtering solution for the state
· Secure email

Vault

· Secure retention

· Advanced search and discovery

· Ability to change retention policies after implementation

· Significantly reduces storage costs – reducing the cost of the shared service
Additional Components
· Blackberry support

· ActiveSync

· Fax – not currently defined

· Unified Messaging

Assumptions
· Exchange 2010 is the preferred platform

· Outlook client is 2007 or later

· Mac version is Entrouge 2010

· Agencies must be in the Enterprise Active Directory to use Email Shared Service

· Everyone uses the vault and will pass through the gateway

· Data at rest on the exchange server will not be encrypted.
· Secure email is supported by: 
· encrypting the tunnel
· providing optional encryption of messages at rest

· gateway controls for external email
Key Recommendations
· Deleted items retention is 31 days   

· Deleted items will not be vaulted.

· Remaining items will move to the Vault after 30 days. 
· Attachment size set at 30MB maximum

· Set mailbox size limit to 1gb

· All users of the shared service will use the vault

· All agencies will use Enterprise Active Directory

Next Steps
· Begin planning for implementation
· Analyze impact on applications

· Determine agency roles in implementation 
· Determine conversion priorities
· Assess impact of caching

· Cost determination and pricing
	Requirements

	Email

	1. Recipient management can be customized for an agency.  E.g. Mailbox and distribution list  administration can be delegated to agency staff or done by DIS staff if agency chooses 

	2. Support for applications that read and write to the exchange database

	3. Support staff of the shared servers for any function may be required to have background checks including finger printing to be performed by the agency.

	4. Deleted item retention setting can be customized at the exchange database.  

	5. Attachment size needs to be configurable for each agency due to network, bandwidth considerations  (See recommendations.)

	6. Ability for agency admin to purge deleted items from Exchange server

	7. Ability to produce a ‘point in time’ view of a mailbox

	8. Ability to push agency defined folders from the exchange server

	9. Flexible search delegation – ability to delegate to an individual to review a sub-set of users only as well as staff permissioned to look at all agency users

	10. Deleted items need to be maintained when mail box is moved from one server or database to another within the deleted item retention period (30 days).

	11. Exchange message monitoring ability delegated to agency.

	12. Exchange needs to support SMTP and POP3 interfaces with applications

	13. Ability to set auto deletion from folders based on time limit, by agency such as, calendar items.

	14. Mailbox sizes set by agency (See recommendations.)

	15. Ability to maintain previous client versions

	16. Design preference includes the use of Cache for better performance

	17. Ability for an agency to recover deleted items for their employee

	18. Capacity to journal individual mailboxes

	19. Delegate public folder administration to agency level

	20. Ability to implement standard signature blocks at the user level – agency delegated.

	21. Ability to review queues and logs, delegate to agency

	22. Ability to use RPC over HTTPS

	23. Exchange servers will have anti-virus on the databases

	24. Ability to recover a users mailbox back to 30 days

	Gateway

	1. Shared Service needs to provide secure email transmission, encryption and 3rd party certificates.

	2. Outbound blocking for SSN.

	3. Email Filtering outbound to the internet delegated to the agency

	4. Attachment scanning – agency delegated, files types to be blocked

	5. Virus Scanning

	6. Quarantine area can be delegated down to the agency and the agency user level 

	7. Service allows for delegation of message tracking to the individual agency

	8. Service allows for delegation of white and black list creation and maintenance at the individual agency level

	9. Service provides for inbound filtering

	10. Agency statistical reporting ability

	11. Real time monitoring tool/portal for agencies

	Vault

	1. Ability to set up agency specific rules to store or exclude mail items in the vault by specific retention parameters. (See recommendations.)

	2. Discovery Accelerator available for agencies to permission some or all staff as a tool to search the vault

	3. Search tool needs to perform subject line, message body and attachments

	4. Ability to send a mail item from the Vault as a new mail item to recipients’ in box.

	5. Ability to present folders from the vault

	FAX

	1. Blackberry/ActiveSync

	2. Unified Messaging - Store voice mail messages in email

	3. Disaster Recovery Requirements

	4. Customer Expectations/Improvements 

	5. SMTP Relay – agencies have a need to have server(s) to use for smtp relaying
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