State Data Center Projects

( t S te® Steering Committee
Tee— ” i September 19, 2012
o “33"“‘ 1500 Jefferson, Rm 5092

Steering Committee Attendees: Dan Mercer, Doug Hieronymus, Gordon Ice, Dan
Davis, Bruce Shurtz, Heidi Brownell, Bob Walk, Lance Calisch, Wendy Huff, Christy Ridout,
Phil Davis, Scott Lindekekugel

Not present: Kay Metsker, Agnes Kirk, Lance Calisch, Debbie Kendall

Other Attendees: Rick Cook, Sally Alhadeff, Toni Backstrom

ISSUES AND/OR DISCUSSION

Agenda Topic

Discussion

SDC Projects Reports

SDC Program:

e The SDC Program team continues to refine the roadmap.

e Push out target date for lab Jan-Feb due to lack of resources. Christy
wants to know how much lab will be used and wants it sized
correctly and not get extravagant. Scott reported a lot of interest
and is gathering requirements.

e Working on SLA template for task operational model.

e Received email from FBI to proceed with WSP. Looking for
something on letterhead.

Heat Reduction:
e Heat reduction is on track and Sally is inputting data.
Firewall:

e Large activity on security separation. Work schedule 1°** week of
year. Does not stop other projects.

e Added more detailed tasks to schedule to help tracking.

Network Core:
e Tracking to complete on 12/6.. fully certified.
Storage Optimization:

e Procurement in contract negotiations. Collaboration going well with
EMC and Presidio.

e Meeting tomorrow about options. The coordination of
migrations/sunsetting is complex.

OB2 Phase 1:

e Rick sent out notices to service owners to confirm scope and budget.
Feedback will be used for investment plan.

e  Working with security on implementation dependencies.

e Scheduling on-going monthly meetings with service owners to
control issues when project starts ramping up.




ISSUES AND/OR DISCUSSION

Agenda Topic

Discussion

Design Decisions

Recently Approved

e Storage Switching Placement

e Out of Band Strategy
Pending Signature

e Storage Switching-few more blades needed. Design paper is drafted.
Upcoming Reviews

e Internet Facing Services

e Inter-row Cabling

e Converged Network

Corporate Network

No feedback/changes were received, so the design decision regarding
agency network management will be submitted for signature.

SDC Roadmap The team needs one more cycle to finalize the presentation. It will be
presented at the next meeting in 2 weeks.
Top Issues #132- Roles & Responsibilities for Storage Switches/Converged Network.

e Gordon working with TSD.
#134- Agency Corporate networks in the SDC.

e To be closed.
#145-SDC Charge Back Rates.

e Zayne to determine rates and working thru budget process.
#204- Caging WSP Equipment.

e C(Closed.

Word Effort vs. Projects

CTS needs consistant criteria for what constitutes a project and a work effort
or divisional project across the divisions. Wendy to check with Les about
written definition. The governance for date changes was discussed. It is
important for the appropriate level of management to have visibility and
input opportunity for priority setting.

The meeting presentation can be found on the project’s SharePoint site.

1. New Action Iltems

Item

Action Item Assignee Target Due Date Comments

1

2

2. Upcoming Meetings

Meeting

Details

Next Meeting

October 3, 2012, 1:00-2:00, Room 2208
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http://sharepoint.dis.wa.gov/ob2move/Meetings/Steering%20Committee%20Meeting/2012-09-05%20SDC%20Steering%20Committee%20Presentation.ppt
http://sharepoint.dis.wa.gov/ob2move/Meetings/Forms/AllItems.aspx?RootFolder=%2fob2move%2fMeetings%2fSteering%20Committee%20Meeting&FolderCTID=&View=%7b134B389A%2d82A1%2d4B29%2d9DE0%2d1A62939630F5%7d

SDC Projects Milestone Report

Updated: 9/19/12

ID Task Name Finish Status Status Status  jalf 1, 2012 | Half 2, 2012 | Half 1, 2013 | Half 2, 2013 | Half 1, 2014 | Half 2, 2014
a 7/15/12 8/15/12 9119/12 _|FIMAIMIJ[J]A[SIOINIDIJ[FIM AIM J]JTA[SIOINID[JIFIMIAIMJ [ JAIS[OIN[D
2850 SDC Projects Milestone Report 11/11/15
2851 SDC Program 11/26/12
2852 | SDC Projects High Level Re-Scoping Complete 2/29/12 @ 2/29
2853 SDC Roadmap Published 9/27/12 + 9/27
2854 SDC Lab Ready (for service owners to submit requests) 11/2/12 -2 days 10/31pk  11/2
2855 SDC Operations Model Complete 11/26/12 + 11/26
2856 SDC Standard SLA Template Complete 11/26/12 + 11/26
2857 OB2 Heat Reduction 10/29/12
2858 |&" OB2 Heat Reduction Project Initiated 3/26/12 @ 3/26
2859 OB2 Heat Reduction Project Complete 10/29/12 -67 days -67 days -74 days 7/16 ey 10/29
2860 SDC Facilities Ready 2/6/13
2861 Space Management 2/6/13
2864 | [Interim] Space Management Policies and Procedures Ready 4/4/12 @ 4/4
2865 [Final] SDC Space Management Policies & Procedures Ready 11/9/12 -3 days -31 days -31 days 9/27 %P 11/9
2870 0OB2-SDC Fiber Re-termination Complete (minus Sunset Bldg) 11/13/12 -11 days 10/26 ¥ 1/13
2871 OB2-SDC Fiber Re-termination Complete (Full) 12/13/12 -11 days 11/28 ¥ | 12/13
2872 OB2 East Cable Trays Complete 11/14/12 -10 days 10/30 ¥ 114
2873 SDC Structured Cabling Complete (LTS) 11/8/12 -14 days 10119 9 11/8
2875 OB2 Structured Cabling Complete (Storage-SAN Connectivity) 12/12/12 -24 days 11/5 % | 12/12
2876 Telco / Network Provider Space Complete (Orig. Baseline 8/16) 12/31/12 -10 days 12/14 9 12/31
2881 Physical Security 1/10/13
2882 | [Interim] Physical Security Policies and Procedures Complete 4/4/12 @ 4/4
2883 [Final] Physical Security Policies and Procedures Complete 11/9/12 -68 days -68 days -95 days 6/27 Jpmy 11/9
2884 | Infrastructure (Videos and Readers) Complete 8/2/12 @ 8/2
2886 | Security Office Build Complete 8/7/12 @ 8/7
2887 Physical Security Upgrades Complete 12/4/12 69 days 69 days 4 days 12/4 & 12/10
2888 1500 Jeff Bldg Security Seperation Complete 1/10/13 -26 days -56 days -89 days 8/30 gy 1/10
2890 Critical Environment 10/5/12
2891 | High Density Power Installed 4/23/12 @ 4/23
2892 TSD DC Power Installed (Orig Baseline 7/17) 10/5/12 -9 days -21 days -23 days 9/4 4 10/5
2893 SDC Network Core Project (IP Approved) 12/6/12
2894 | Initiation Phase 8/9/12
2895 | Investment Plan Approval 6/18/12 @ 6/18
2896 |+ CISCO Change Request Approval (Cancelled) 6/29/12 -18 days @ 6/29
2897 | Charter Approval 7/20/12 -41 days @ 7/20
2898 | Vendor Re-engagement Window Complete (per CISCO) 8/9/12 -18 days @ 8/9
2899 Design, Implementation, and Test Planning Phase 10/22/12
2900 Implementation Planning Complete 10/22/12 -3 days -8 days -12 days 10/4 9 10/22
2901 Design Phase Complete 8/1/12 -1 day 22 days 61 days 8/1| <=5 10/25
2902 Test Planning Complete 10/12/12 8 days 32 days 24 days 10112 <@+ 11/16
2903 NWC Equipment Installation Phase 1117112
2906 NWC Equipment Installation 11/17/12 2 days 13 days 4 days 1117 44 11/26
2908 Test and Acceptance Phase 12/6/12
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2909 Testing Phase Complete 12/6/12 8 days 21 days 30 days 12/6 <= 1/22
2910 Network Core Ready for Customers 12/6/12 8 days 21 days 30 days 12/6 <= 1/22
2912 SDC Firewall Project (IP Approved) 5/14/13
2913 | Investment Plan Approval 6/22/12 @ 6/22
2914 Signed Contract with Fortinet 7/20/12 -33 days -33 days -33 days 6/4 w9 7/20
2915 Firewall Design (Dependent on NWC Design) 8/29/12 61 days 61 days 61 days 8/29 11/28
2916 Firewall Implementation Planning 10/8/12 61 days 61 days 61 days 10/8 =5 1/8
2917 Firewall Install 3/5/13 25 days 25 days 7 days 5 4 3/14
2918 Configure 3/19/13 25 days 25 days 7 days 19 44 3/28
2919 Test 4/2/13 25 days 25 days 7 days 4/2 ¥4 41
2920 Acceptance 5/14/13 25 days 25 days 7 days 5/14 <44 5/23
2921 SDC Storage Optimization (IP Approved) 2/2113
2922 Acquire VMAX 9/20/12
2923 | Investment Plan Approval 6/1/12 @ 6/1
2924 | OLS Publishes RFQQ 6/22/12 -23 days @ 6/22
2925 Procure Storage Solution 9/20/12 -25 days -25 days -33 days 8/3 w9 9/20
2926 Install & Configure 11/27/12
2927 Facilities Ready to Receive VMAX 10/12/12 -71 days -71 days -29 days 8/31 w9 10/12
2928 VMAX is Delivered 10/12/12  -25days -25 days -29 days 8/31 % 10/12
2929 Hardware and Software Install & Configure 11/27/12  -44 days -44 days -9 days 11/9 - (11/27
2930 Test & Acceptance 2/21/13
2931 Network Core and SAN Switches Certified 12/6/12 8 days 21 days 30 days 12/6 <= 1/22
2932 Test (standalone VMAX & Software) 2/21/13 -26 days -26 days -40 days 12/21 w=p  2/21
2933 VMAX Ready for Operation 2/20/13 5 days 5 days -8 days 2/7 o 2/20
2934 OB-2 Risk Mitigation (CTS Move Ph1) *DRAFT** 6/25/14
2935 Security 5/13/14
2936 IDS/IPS Implemented 8/8/13 + 8/8
2937 Logging Implemented 7/16/13 + 7/16
2938 Secman Implemented 1/7/13 * 1/7
2939 Authentication Implemented 6/17/13 + 6/17
2940 Base Firewall Infrastructure Deployed 8/20/13 + 8/20
2941 IDS/IPS Deployed 8/15/13 + 8/15
2942 DDOS Deployed 8/15/13 + 8/15
2943 Logging Deployed 8/15/13 + 8/15
2944 Secman Deployed 8/15/13 + 8/15
2945 Authentication Deployed 8/15/13 + 8/15
2946 Initial security infrastructure Deployed 8/20/13 + 8/20
2947 Fortress, SAW & Transact Gateways Implemented 6/4/13 + |6/4
2948 Fortress, Transact & SAW User Migration Complete 7/23/13 + 7/23
2949 Internal Certificate Authority Implementation Complete 10/2/13 + 10/2
2950 WSUS Environment Complete 9/18/13 + 9/18
2951 Zenoss Environment Complete 9/18/13 + 9/18
2952 Nagios Environment Complete 10/30/13 + 10/30
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2953 DNS migration complete 3/13/13 + 3/13
2954 IP Sec migration complete 9/25/13 + 9/25
2955 SSL VPN migration complete 1/21/14 + 1/21
2956 Citrix migration complete 5/13/14 + 5/13
2957 Messaging 2/5/14
2960 Production Exchange 2010 Environment Complete 6/14/13 + 6/14
2961 E-mail Filtering Complete 4/5/13 + 4/5
2962 Blackberry Migration Complete 4/5/13 + 4/5
2965 Production Root Directory Migration Complete 2/5/14 + 2/5
2968 Production WAX Directory Migration Complete 2/5/14 +* 2/5
2971 Production SSV Migration Complete 2/5/14 + 2/5
2973 Production WASERYV Migration Complete 8/12/13 + 8/12
2974 Production Live Communications Server Migration Complete 4/5/13 + 4/5
2975 Server Migration Milestones 6/25/14
2976 High-Level Planning 10/24/12
2977 High-Level Server Migration Planning Complete 10/24/12 + 10/24
2978 Chassis Installations 4/29/13
2979 Blade Chassis & Blade Procurement Complete 1/11/13 % 1/11
2980 Preparation of SDC for Chassis Complete 3/8/13 + 3/8
2981 Chassis for Virtual Hosts Installation Complete 3/26/13 + 3/26
2982 Chassis for Physical Servers Installation Complete 3/26/13 + 3/26
2983 Chassis Preparation Complete 3/26/13 + 3/26
2984 Configure SGN Cluster 4/29/13
2985 SGN Cluster Server #1 Complete 4/4/13 + 4/4
2986 SGN Cluster Server #2 Complete 4/15/13 + 4/15
2987 SGN Cluster Configuration Complete 4/29/13 + 4/29
2988 Dedicated Server Hosting 7110/13
2989 CSD OBTAIN Migrated 5/7/13 + 5/7
2996 CSD Internal Systems Migrated 7/10/13 + 7/10
2997 CSD Storage Management (5V, 2P) 7/22/13
2998 SDC environment ready for SM7 (physical) Server 7/15/13 + 715
2999 CSD Storage Mgt Complete 7/22/13 + 7/22
3000 Security Prod (2V) 5/7113
3001 Security Prod Migrated 5/7/13 + 5/7
3002 Avamar Backup Proxy (7V) 5/31/13
3003 Avamar Backup Proxy Migration Complete 5/31/13 + 5/31
3004 Messaging 8/20/13
3005 Blackberry (19V, 1P) 8/20/13
3008 Blackberry Complete 8/20/13 + 8/20
3009 LCS (1V, 1P?) 7/313
3011 LCS Migration Complete 7/3/13 + 7/3
3012 Messaging Complete 8/20/13 + 8/20
3013 SWS Middleware (5V) 7/18/13
3014 SWS Middleware Migration Complete 7/18/13 + 7/18
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3015 DIS EBS Servers (5P, 2V) 7/25/13
3016 SDC environment ready for EBS Servers 7/15/13 + 7/15
3017 CSD EBS Servers Migration Complete 7/25/13 +* 7/25
3018 HRMS 217114
3023 HRMS Migrations Complete 2117/14 + 2117
3024 DSHS FamLink 6/4/14
3028 DSHS FamLink Migrations Complete 6/4/14 + |6/4
3029 LNI Hosted Environment (36P, 99V) 2/14114
3033 SDC ready for LNI Shared Production Servers 1/16/14 + 1/16
3034 LNI Production Migration Complete 2/14/14 + 2/14
3035 LNI Web Content Migration Complete 6/13/13 + 6/13
3036 SDC ready for LNI DUE Servers 8/7/13 + 8/7
3037 LNI DUE Migration Complete 9/10/13 + 9/10
3038 SDC ready for LNI Internet Content Filter 3/20/13 + 3/20
3039 LNI Internet Content Migration Complete 3/25/13 + 3/25
3040 SDC ready for LNI Independent Servers 717113 + 7117
3041 LNI Independent Servers Migration Complete 7/22/13 + 7/22
3042 LNI Hosted Environment Migration Complete 2/14/14 +* 2/14
3043 TSD Support Systems (10P, 13V) 8/13/13
3046 OSS System Complete 8/13/13 + 8/13
3047 TSD Tellabs Migration Complete 6/21/13 + 6/21
3048 TSD Orion Migration Complete 6/13/13 + 6/13
3049 NCC ACS Migration Complete 6/10/13 +16/10
3050 Dial.wa.gov Migration Complete 5/10/13 + 5/10
3051 TSD LTS Servers Migration Complete 7/22/13 + 7/22
3052 TSD Support Systems Migrated 8/13/13 + 8/13
3053 ATS INTERNAL APPS Servers (15V) 11/25/13
3058 ATS Internal Apps Migrated 11/25/13 + 11/25
3059 DAHP Systems (5P) 5/20/13
3062 DAHP Systems Migration Complete 5/20/13 + 5/20
3063 GIT Systems (3P) 6/7/13
3066 GIT System Migration Complete 6/7/13 + 6/7
3067 ListServ (4V) 7113
3070 ListServ Complete 7113 + 71
3071 DOH (5P, 2V) 9/26/13
3072 SDC environment ready for DOH Servers 7/15/13 + 7/15
3076 DOH Migration Complete 9/26/13 + 9/26
3077 ECOMM (6V,1P) 7/18/13
3080 ECOMM Complete 7/18/13 + 7/18
3081 ICC Servers (5V) 5/30/13
3084 ICC Migration Complete 5/30/13 + 5/30
3085 ECOLOGY (4V) 5/30/13
3086 Ecology Servers Migration Complete 5/30/13 + 5/30
3087 UTC Servers (9V) 7/3113
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3090 UTC Servers Complete 7/3113 + 7/3
3091 ACCESS WA (5V) 5/30/13
3094 ACCESS WA Complete 5/30/13 + 5/30
3095 Miscellaneous Servers (19V) 6/4/14
3099 Miscellaneous Servers Complete 7/9/13 % 7/9
3101 Common Services 7/30/13
3107 Shared Web Hosting Complete 7/26/13 + 7/26
3111 Secure File Transfer Complete 4/26/13 + 4/26
3117 SharePoint Migrations Complete 7/30/13 + 7/30
3122 Teamsite Migrations Complete 7/30/13 + 7/30
3124 AGR App Prod Complete 5/15/13 + 5/15
3126 OFM Virtual Ala Carte Migration Complete 5/15/13 + 5/15
3128 Infrastructure Migration Complete 7/5/13 + 7/5
3130 Clean-Up 6/25/14
3131 VMLAB Clean-up Done 6/25/14 + 6/25
3132 DIS Cluster Clean-up Done 6/25/14 + 6/25
3133 DOP Cluster Clean-up Done 3/7/14 + 3/7
3134 PGN Cluster Clean-up Done 6/25/14 + 6/25
3135 SGN Cluster Clean-up Done 6/25/14 + 6/25
3136 SWS Cluster Clean-up Done 6/25/14 + 6/25
3137 VDI Cluster Clean-up Done 6/25/14 + 6/25
3138 Clean-Up VMHosts in OB2 Complete 6/25/14 + 6/25
3139 OB2 Move - Server Migration (PB100219) Complete 6/25/14 + 6/25
3140 Mainframes 4/714
3141 Mainframe print design solution complete 12/9/13 +112/9
3142 Unisys 2/26/14
3145 Unisys Production Move Complete 2/26/14 + 2/26
3146 Opcon Move Complete 10/25/13 + 10/25
3147 EOM Move Complete 1/6/14 * 1/6
3148 CTC Move Complete 10/25/13 + 10/25
3149 1BM 4/7114
3150 IBM Mainframe (Z10) migrated to SDC 2/11/14 + 2/11
3151 IBM Move (Box 2) Complete 4/7/14 + 4/7
3152 WAN Projects 10/23/13
3153 SONET ring between OB2 and SDC Complete 5/2/13 + 5/2
3154 Move ISP connection to SDC Complete 7/26/13 + 7/26
3155 WAN Carrier Build Out Production Ready 4/29/13 + 4/29
3156 7600 install for Vendor Ethernet Connectivity Complete 10/23/13 + 10/23
3157 LTS 8/1/12
3158 Call Management System (CMS) migration complete 8/1/12 + 8/1
3159 Interactive Voice Response Unity (IVRU) migration complete 8/1/12 + 8/1
3160 Migration of WSP (Pending Approval) 6/28/13
3161 WSP Approval that the SDC meets Physical Security requirements 9/11/12 + 9/11
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3162 Cost Model complete 10/9/12 + 10/9
3163 Network Design Complete (Phase 1) 10/3/12 + 10/3
3164 Obtain WSP commitment for the Phase 1 Pilot 10/9/12 + 10/9
3165 SLA approved and signed 11/30/12 + 11/30
3166 SDC Facilities Ready for WSP Equipment 1/23/13 + 1/23
3167 Network ready for system usage 3/22/13 + 3/22
3168 Servers, storage and other hardware installed and operational 5/2/13 + 5/2
3169 Pilot implementation results complete 5/16/13 + 5/16
3170 WSP Phase 1 Complete 6/28/13 + 6/28
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Meeting

September 19, 2012
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Agenda

 SDC Projects Reports — Service Owners

* Design Decisions
— Recently approved
— Pending signature
— Upcoming reviews
* Follow-up on corporate network design decision
e SDC Roadmap update
* Top Issues
e Work efforts vs. projects

@ The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA




SDC Projects Updates

 See Milestone Report

@ The IT pariner of choice for agencies in Washington state



Design Decisions

e Recently Approved
— SDC-028 Storage Switching Placement
— SDC-012 Out of Band (OOB) Strategy and Design
 Pending Signature
— SDC-037 Storage Switching Design
— SDC-029 Corporate Network
* Upcoming Reviews
— SDC-019 DH1 Internet Facing Services Connectivity
— SDC-021 DH1 Inter-row Cabling Strategy
— SDC-007A SDC Security Connectivity
— SDC-036 Converged Network

@ : The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA




SDC Roadmap Update

e Cross divisional team is finalizing the Roadmap

* One more cycle of review is necessary before it is ready to
come to Steering Committee

@ The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA




Issue #132

Priority Project Title Issue Description Reviewer Assigned Resolution
Comments To Due Date
(1) High SDC Roles & A long term owner needs to be identified 9/19/12 HB: Gordon Matheney, 2012-09-28
Program Responsibilitiesare  for the SDC fiber channel switches. This  provided the annual Jeff (CTS)
not defined for the includes: maintenance/suppo
Storage Switches and - roles and responsibilities for rt cost for the SAN
converged network  maintenance switch gear. Gordon
- change management provided current
- maintenance and support agreements  FTE count. Mike Lilly
- stakeholder management (including to meet with
requirements validation) Gordon to discuss
- troubleshooting requirements. A

meeting next week
The SDC Program will facilitate discussions will cover roles and
between CSD and TSD to form a responsibilities.
recommendation for management
consideration.

The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA



Issue #134 (To Be Closed)

Priority Project Title Issue Description Reviewer Comments Assigned Resolution
To Due Date
(1) High sSDC A decision is Will agencies be allowed to bring their ~ 9/18/12 HB: No feedback Odegaard, 2012-09-14
Program needed re: agency corporate networks into the SDC (DH1)? was received so John (CTS)
corporate This impacts network routing, top-of-rack recommended solution
networks inthe  switches and firewalls as these will be routed for
SDC components would come with an agency signature.

corporate network.
9/4/12 HB: A decision
paper (#SDC-029) was
routed for Steering
Committee review on
8/31.

The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA



Issue #145

Priority Project Title Issue Description Reviewer Assigned Resolution
Comments To Due Date
(1) High sDC A decision is Potential SDC Customers will need to know the Elrod,
Program needed re: SDC billing rates for SDC products and services before Zayne
charge back rates they move into the SDC. Both DSHS and WSP have (CTS)

stated that they will not move into the SDC until
they know what ongoing operations will cost.

The IT pariner of choice for agencies in Washington state

Consolidated Technology Services = WA



Issue #204 (Closed)

Priority Project

(1) High WSP Migration Caging WSP

to SDC

Consolidated Technology Services =

WA

Title Issue Description

Moving WSP equipment into the SDC
requires the data center to meet CJIS
physical security requirements. CTS
and WSP have documented the
physical security requirements and
solutions to meet each requirement.
To date, the CTS solutions have met
all requirements without the need
for caging off WSP equipment. WSP
has a request to the FBI for approval
of the physical security solutions
proposed by CTS.

Equipment

It has been since mid-June 2012 and
still no decision from the FBI. This is
impacting the project schedule.

Reviewer Comments Assigned Resolution
To Due Date
9/18/12 RC: The FBl agrees Cook, Rick 2012-09-10
that the "racks as

cages" seems to be CJIS

Security Policy

compliant. The FBI has not

fully committed that the SDC

facility meets all the CJIS

compliance. The project

team is still work on getting

more official documentation

on this as it potentially

impacts other agencies.

WSP agrees that the "racks
as cages" (i.e. enclosures)
meets the CJIS compliance
and is committed to moving
forward without cages.

The IT pariner of choice for agencies in Washington state




Questions

The IT pariner of choice for agencies in Washington state

Consolidated Technology Services « WA
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